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Executive Summary

Germany needs an anti-terrorism strategy. The goal of German policymaking 

should be to combine an efficacious short-term and an effective long-term kind 

of counter-terrorism. The perpetrators of violence must be fought unremit-

tingly, and at the same time isolated from their supporters and sympathizers. 

Germany must see to it that young people do not become radicalized in jihadist 

environments. In this way it may be possible to terminate or reduce the recruit-

ment of new combatants, but also the financing of and logistical support for 

terrorist organizations and, as it were, to pull the rug from under the feet of 

the terrorist groups.

To this end policymakers and society in Germany need to change their do-

mestic and international policies in several respects:

 ○ First and foremost Germany needs to conduct a more down-to-earth 

 debate about jihadist terrorism than has hitherto been the case. 

 Al-Qaeda and its allies do not pose an existential threat to Germany,  

but they are nonetheless a serious and growing danger. Part of such a 

debate should be above all a more intensive examination of the jihadist 

scene in Germany and the weaknesses of our security authorities.

 ○ German policymakers will have to avoid the kind of over-reactions 

which drive supporters and sympathizers into the arms of the terrorists. 

Hitherto the various governments after 11 September 2001 have shown 

marked restraint in this regard, but they have not managed to distance 

themselves sufficiently from the mistakes of the Bush administration, 

which kept supplying the jihadists with a series of new arguments.

 ○ The integration debate and the discussion about how best to fight ter-

rorists should be strictly separated. As long as the integration process 

continues, quite a number of young Muslims will probably join terrorist 

groups. So in order not to endanger the goal of integration, it seems 

 apposite to separate the issues.

 ○ The Israeli-Palestinian conflict is one of the most important motiva-

tional factors for young jihadists. More active intervention by external 

 actors is the only way in which the conflicting parties can be persuaded 

to resolve this dispute peacefully. Thus Germany must give up its un-

critical attitude towards Israeli policies and take its bearings more from 

its own interests.
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 ○ Germany should subject its cooperation with the dictators of Arab and 

Muslim countries to critical scrutiny. The authoritarianism of these 

countries is an important cause for the rise of terrorism, and the co-

operation of Western states with their regimes has turned the US and 

its allies into targets which militant groups are willing to attack. On 

account of its cooperation with Uzbekistan Germany may already be in 

the sights of Uzbek organizations.

 ○ In Afghanistan, Germany should withdraw its troops as quickly as possi-

ble, but only after the preconditions for this have been met. Despite all 

the problems that have arisen, Germany should not leave Afghanistan 

to itself and its neighbours, and should only withdraw once the country 

has attained greater stability. For this purpose Germany should dispatch 

more troops if this becomes necessary.

 ○ The most important German goal in Pakistan is for the army to gain 

control over the area along the border with Afghanistan and prevent the 

Taliban and al-Qaeda from using this region as a safe haven. In this re-

gard Germany is very much dependent on the US, which is probably the 

only country in a position to convince the Pakistani leadership that it 

will have to move effectively against all of the Taliban and al-Qaeda. In 

the meantime Germany can help to promote the economic stabilization 

of the country.

 ○ In order to be able to pursue a target-oriented counter-terrorism cam-

paign, Germany will have to revise its security policy decision-making 

processes with the aim of coordinating its activities more effectively. A 

revamped Federal Security Council with a Federal Security Adviser and a 

sufficiently large planning staff in the Office of the Chancellor might be 

a suitable coordination tool.
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Preface

Necessity Knows No Law

If there were a terrorist attack tomorrow, in a month’s time or a year from 

now, the German debates about terrorism would suddenly be very different. 

On 31 July 2006, in two trains to Hamm and Koblenz, there would certainly 

have been a catastrophic disaster if the “suitcase bombers” had not made a 

“mistake” as they were assembling the explosive device. “Germany has never 

been closer to an Islamist attack,” said the judge who sentenced one of the 

terrorists. 

The basic problem of any kind of strategy against terrorism is asynchroni-

city. Thus there can be an acute security risk, but the reasons for it reach back 

into the distant past. On the one hand, not a moment must be lost in order 

to prevent terrorists from perpetrating their crimes. On the other hand, as 

Guido Steinberg points out, “a great deal of patience and imperturbable calm 

are needed” in order to tackle the root causes of the problem and to develop 

German foreign policy in the Muslim world. It may be true that “al-Qaeda can-

not be ‘defeated’ by adopting certain political measures.” However, if the West 

takes many small and intelligent steps, it “may become less attractive, recruit 

fewer young Muslims and at some time in the future become irrelevant as a 

violent actor and purveyor of ideology. Success in fighting terrorism means 

that people no longer pay any attention to Osama bin Laden, not that Osama 

Bin Laden is killed by an American missile.” 

That is the central thesis of this book. The author underpins it with his 

knowledge of Islam, his research work at the Stiftung Wissenschaft und Poli-

tik, and his experience as a terrorism expert in the Office of the Chancellor. 

Steinberg suggests a differentiated strategy, though he clearly favours priori-

ties which are certainly not always very popular. The interaction between the 

police and the intelligence services, and what is often short-term prevention 

and long-term foreign policy work at the root causes needs to be readjusted 

“in favour of policymaking.” Criminal investigators are a good example. They 

should by all means work together with the dictatorships from which the ter-

rorists come. However, “such cooperation needs to have clearly defined limits,” 

for one of the main reasons for terrorism is the brutality of the regimes which 

the West chooses to support, and this nurtures Muslim anger.

Necessity knows no law, as the saying goes. However, Steinberg’s law states 
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that when one applies repression of a necessary kind, one should always try 

to understand whether or not it will turn out to be counter-productive in the 

long term. Strategies against terrorism are also strategies of how one deals 

with conflicting objectives. And such a situation can only be defused if German 

foreign, domestic and security policymakers and investigators coordinate their 

activities more closely, especially since 38 German government departments 

are involved in combating terrorism! Steinberg wishes to “strengthen the cen-

tre of government,” and he wants to initiate a new debate on terrorism. His 

book is a powerful and convincing opening volley.

Roger de Weck

Editor of the series “Standpunkte”
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Germany Must Fight Terrorism  
on a Political Level

Ever since 2001 the fight against terrorism has been an important issue in Ger-

man domestic policymaking. The security authorities are fighting al-Qaeda and 

its allies in Germany with the help of new laws, greater powers, and a great 

deal of money. The new Paragraph 129b of the Criminal Code, which now 

contains punishment provisions for cases of membership of and support for a 

foreign terrorist organization, plus the Federal Criminal Office law, which has 

greatly increased the powers of the Federal Criminal Police Office, and the anti-

terrorism database, which holds information from all 38 authorities involved 

in fighting terrorism, are only a few especially important measures among a 

host of others. The German fight against terrorism is now much more effective 

than it was in 2001. So far, in fact, the internal security authorities, as a result 

of their determination and because they have been rather lucky, have managed 

to prevent attacks from being perpetrated in Germany. 

Yet despite the new effectiveness of German counter-terrorism, Germany 

is no safer today than it was eight years ago. The reverse is true. Whereas in 

2001 al-Qaeda used Germany as the operational basis for the attacks on New 

York and Washington, and otherwise the country did not play a significant 

role for the terrorist organization, al-Qaeda now aims to perpetrate attacks in 

Germany. Young Muslims from Germany, most of them Turks and Arabs, travel 

to Pakistan in order to train for combat in Afghanistan or a terrorist career in 

Europe. Some of them returned as early as 2007 and were arrested whilst they 

were preparing to attack American facilities in Germany. In March 2008 a Turk 

from Ansbach in Bavaria perpetrated a suicide attack on American forces in 

Afghanistan. And in the meantime these young people regularly issue threats 

from Pakistan and Afghanistan that they intend to attack German targets. At 

any rate, Germany is certainly in al-Qaeda’s sights.

Thus the fight against terrorism is more than a purely domestic policy chore. 

It is a threat aimed at Germany which comes from Pakistan, Afghanistan and 

the Arab world. For this reason it requires domestic and foreign policy respons-

es. But this is what German policymakers find particularly difficult. Instead of 

developing concepts for the fight against a new transnational danger, Germany 

has hitherto restricted itself to enhancing international cooperation between 

the security services. Since 2001 German counter-terrorism specialists have co-

operated more closely than ever before with their Western partners, and with 
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a whole series of Arab and Muslim countries from which the jihadists come. It 

is true that ever since heated debates have regularly cropped up about the issue 

of whether or not and to what extent German authorities should be allowed to 

cooperate with the security forces of dictatorships such as Uzbekistan, Algeria 

or Syria. But the question of whether such cooperation is actually of any use is 

seldom asked. If one assumes that jihadist organizations have emanated from 

opposition groups in their home countries and originally fought against the 

local authoritarian regimes, such cooperation is rather problematical, to say 

the least. It would be a sure way of turning Germany into a target for Islamist 

terrorists. For this reason it is important to consider the pros and cons of such 

a policy.

In fact comprehensive foreign policy concerns very seldom play a role in 

this policy area. The call for an “effective” fight against terrorism drowns out 

the reservations of the foreign policy experts. Whereas it is true that officials at 

all levels keep repeating almost in the manner of a prayer wheel that the erst-

while widespread distinction between domestic and foreign policy no longer 

exists in the 21st century, a brief glance at the realities shows that this may 

apply to the terrorists, but not to German security policy, and still less to the 

fight against terrorism. In Germany domestic, foreign, defence and develop-

ment policies are largely separate areas. Claiming that the reverse is true is 

widespread, but in fact is not much more than pleasant and charming rhetoric.

The fight against terrorism is much too important to be left entirely to pro-

fessional counter-terrorism specialists in the government and their predilec-

tion for short-term effectiveness and quick solutions. What Germany needs are 

concepts of a long-term kind designed to deal with the jihadists and their sup-

porters and sympathizers, concepts which primarily take their bearings from 

their transnational kinds of organization and thus transcend the borderlines 

between domestic and foreign policy. Such concepts must contain tentative 

political solutions which try to dispose of the breeding grounds of terrorism 

and provide a framework for the fight against the symptoms by the security 

agencies.

The most important principle for such a political struggle against terrorism 

is that the state must isolate the terrorist organizations from their supporters 

and sympathizers. This can only succeed if in its desire to fight the terrorists 

in the most effective way it does not overreact and so unwillingly contrib-

utes to radicalization and recruitment. The terrorists themselves, that is, those 

who actually make use of violence, can and must be fought with as much 

severity as is necessary. However, in the case of sympathizers who have not 

as yet crossed the borderline to violence the state should be conciliatory. The 

establishment of terrorist groups always points to fundamentally misguided 

developments and defects in politics and society. In order to find out what 
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these are, a state can listen to the complaints and demands being made in 

the surroundings from which the terrorists come and examine to what extent 

they do in fact point to faulty policymaking. Where this is the case, the state 

should try to turn the tide by changing its policies, and where it is not the case 

it should adhere to its own positions, and it should not abandon them even if it 

is confronted with a threat of or even the application of massive violence. Such 

policymaking is not a sign of weakness, but an indication of an ability to learn 

and to criticize, as long as the perpetrators of violence are fought in a resolute 

manner. In this way it may sometimes be possible to defuse the arguments 

of the recruiters. Only measures of this kind will make it possible to prevent 

the radicalization of sympathizers, to reduce the logistical help provided by 

the various supporters, and thus, in so many words, “to dry out” the terrorist 

groups. On the other hand, if a state concentrates exclusively on a repressive 

counter-terrorism strategy, it runs the danger of driving new members into the 

arms of the terrorists and thus of perpetuating the problem. This is precisely 

what Western policymakers have been doing since 2001, with Germany hang-

ing on to their coattails. Changing this and developing a new strategy for the 

fight against terrorism constitutes a great challenge. The innovative character 

of al-Qaeda and its allies is precisely the fact that their sympathizers are to be 

found in South Asia and in the Arab world, in Europe and beyond, and that 

their supporters are very numerous. Those who wish to fight the jihadist move-

ment effectively cannot restrict themselves to their own country, and need to 

develop approaches for an international policy in all the regions referred to 

above, to identify new partners in these areas, and to convince their allies of 

the validity of these concepts.

For this reason German policymakers must become more active in Pakistan, 

which is now the epicentre of international terrorism. Furthermore, Afghani-

stan will become increasingly important. Here in 2009 German troops were 

more than ever before in the sights of the Taliban and their allies. The Mid-

dle East is the home of the jihadist movement. This is where authoritarian 

regimes fight opposition movements with a great deal of brutality, and have 

thus contributed to the emergence of al-Qaeda and similar organizations. The 

Arab-Israeli and other unresolved regional conflicts contribute to the radicali-

zation of more and more generations of young Muslims in the Arab world and 

in Europe. This trend towards the radicalization of Muslim youths is becoming 

increasingly apparent in Germany.

There are no easy answers to the question of how to devise new concepts 

in any of these cases, but there is a recurrent basic rule. If it is to be success-

ful, the fight against terrorism must be effective in the short term and have a 

deescalating impact in the long term. And the relationship between repression 

and politics will have to be redefined in favour of politics in Germany just as 
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in the US and the rest of the Western world. Here a great deal of patience and 

imperturbable calm are needed. The fact of the matter is that al-Qaeda cannot 

be ‘defeated’ by adopting certain political measures. But it may become less at-

tractive, recruit fewer young Muslims, and at some time in the future become 

irrelevant as a militant actor and purveyor of ideology. Success in fighting ter-

rorism means that people no longer pay any attention to Osama bin Laden, not 

that Osama bin Laden is killed by an American missile.
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 1. Towards a New Debate on Terrorism

Germany needs a new debate on terrorism. Hitherto certain measures have 

spawned controversies of the kind which flare up at irregular intervals and 

are short, sharp and rarely to the point. They usually occur after attacks in 

other countries, or after pre-empted or abortive ones in Germany itself, are 

profoundly ideological and have very little to do with (terrorist) reality. Such 

discussions are dominated by two camps. The “security camp” believes that 

Islamist terrorism poses an existential threat to Germany and is of the opinion 

that the latter’s security can be guaranteed only if the fight against terrorism is 

organized as effectively as possible. Members of this group often say that an at-

tack in Germany is only a question of time, and that in future terrorists will be 

making use of weapons of mass destruction. On the right wing of the “security 

camp” there is also a widespread belief that “Islam” and not merely Islamists 

or jihadists is the threat of the future.

On the other hand, the “freedom camp” believes that the jihadist movement 

is not particularly dangerous and does not justify the introduction of measures 

such as the new Federal Criminal Police Office law, the joint anti-terrorist da-

tabase of the security authorities, and telecommunication data retention. Thus 

many of its representatives see an authoritarian police and surveillance state in 

the offing. They often express doubts about whether Germany is really being 

threatened. Its more radical members even believe that al-Qaeda does not actu-

ally exist and that Western intelligence services are carrying out these attacks 

in order to legitimize their imperialist policies. Former German Minister of the 

Interior Wolfgang Schäuble is, so they believe, a greater danger than al-Qaeda.

In fact what is needed is calm and concentrated watchfulness. Al-Qaeda and 

its allies do not represent an existential threat to Germany. The jihadists have 

not managed to generate a mass following. In fact, today al-Qaeda and its most 

important allies command no more than a few thousand combatants, and they 

are dispersed over three continents. However, these terrorists can still perpe-

trate attacks on local public transport or other “soft targets” at any time and in 

the process kill hundreds of people. Yet the organization is no longer capable 

of planning sophisticated transcontinental attacks. In the years ahead it will 

still not be in a position to acquire weapons of mass destruction. In Europe 

al-Qaeda will also find it difficult to detonate “dirty bombs.” These are conven-

tional explosive devices to which radioactive material has been added. When 

they are detonated, the material contaminates the surrounding area, which 
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thus becomes uninhabitable for a long period of time. This scenario interests 

Western security authorities far more than al-Qaeda, which hitherto has made 

no serious attempt to assemble this or a similar explosive device. 

On the other hand the measures adopted hitherto in the German fight 

against terrorism do not endanger the state’s basic free and democratic order. 

The fact of the matter is that German policymakers had to react harshly to the 

attacks of 11 September 2001 and the presence of jihadist groups in Germany. 

After all, the Hamburg cell around Mohammed Atta had partly organized the 

attacks from Germany and in doing so had exploited to the full the ignorance 

of policymakers and the security authorities. Until 2001 the German state 

largely ignored the danger which emanated from jihadist groups. It was merely 

a punishable offence to be a member of a domestic terrorist organization, but 

not of a foreign one. Thus members of al-Qaeda and other militant groups were 

able to live unmolested in Germany, from where they supported the activities 

of their organizations in ideological, financial and logistical terms. In order to 

make this more difficult in future, Germany had to tighten its legislation and 

to adapt the structure of and cooperation between the security agencies to the 

danger that had at last been perceived for what it was. But this was not restrict-

ed, as now became apparent, to groups which used Germany as a safe haven 

and planning location. As early as 2002 more and more information started to 

come in which suggested that al-Qaeda cells might also perpetrate attacks in 

Germany. From this point on at the latest determined counter-terrorism meas-

ures were the order of the day.

Policymakers and the public need to conduct a more basic debate on the 

kind of threat which Germany is now facing (and will presumably be facing 

for some years to come). They should stop scrutinizing every single measure in 

the hysterical and short-winded manner which is the norm in German public 

life, since its efficacy in the fight against jihadist groups is in any case usually 

rather unclear. The fact is that past debates have not been able to come up with 

an answer to the problem that German society knows virtually nothing about 

the danger which emanates from German jihadists and their connections to 

Pakistan and the Arab world.

The fact that Islamist terrorism does not by any stretch of the imagination 

constitute a threat as great as, for example, climate change or nuclear pro-

liferation, cannot be of much comfort to anyone. Jihadist groups represent a 

serious threat to internal security, and they are a growing one. Between 2001 

and 2005 there were sporadic hints of plans for attacks in Germany. However, 

since 2006 there have been growing signs that Germany is now in the sights 

of the jihadists. A first indication of this was the abortive attack by the two 

“suitcase bombers,” who in July 2006 placed explosive devices in local trains 

in North Rhine-Westphalia and Rhineland-Palatinate. Then in 2007 there were 
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the activities of the “Sauerland cell,” which was preparing to attack American 

targets in western Germany. On the other hand there were growing indications 

that the Taliban, al-Qaeda and allied Uzbek groups resident in Pakistan were 

following the activities of German troops in Afghanistan far more attentively 

than had previously been the case, and intended to make it imperative to with-

draw them by mounting attacks in Afghanistan and Germany. This observation 

is primarily disquieting because since 2006 several dozen young men resident 

in Germany have travelled to Pakistan and attended training camps run by 

 al-Qaeda and Uzbek organizations.

Today Germany is dealing with three different kinds of terrorists—those 

who are “organized,” those who are “independent,” and those who belong to 

the “new internationalists.”1 In the case of the organized jihadists we are deal-

ing with people or groups who or which are part of foreign organizations and 

are in close touch with them. They usually come from the same country or at 

least the same region. Palestinians, Jordanians, Iraqi Kurds and North Africans 

frequently have their own groups. Since they receive orders from their leaders 

in Iraq, Algeria or other countries, they are relatively easy to detect and to keep 

under observation. The fact is that they have to communicate across interna-

tional boundaries. And when it comes to the surveillance of communications 

links, Western security authorities have in the course of time acquired a great 

deal of experience.

On the other hand, it is rather difficult to locate independent jihadists be-

fore they strike. Their strength lies above all in their unpredictability. Since 

2005 / 2006 this trend to “leaderless” action has also become apparent among 

jihadists in Germany. The perpetrators are usually young Muslims who were 

born here or at least grew up in the country and have no connection with larg-

er terrorist organizations. On the one hand the independence of these small-

sized groups is their strength, since it is virtually impossible for the security 

authorities to keep them under surveillance before they first become active 

and, if need be, to prevent an attack from taking place. On the other hand, the 

independent jihadists as a rule have little experience or training, so that hith-

erto their attacks have almost always turned out to be failures.

The new internationalists began to appear in Germany in 2006 and are as it 

were a synthesis of organized and independent jihadists. They travel to Paki-

stan, where they are trained to become terrorists, but operate with far greater 

independence of the groups which have made their training possible than is 

the case with organized jihadists. This has something to do with the fact that 

their most important characteristic is their national and ethnic diversity. A 

group of several dozen young Turks, Kurds, Arabs and German converts—the 

“Ulm-Sauerland network”—became radicalized in Germany after 2001 and 

travelled from 2006 onwards to the Pakistani tribal areas in order to train in 
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the local camps run by al-Qaeda and the Uzbek organizations Islamic Jihad Un-

ion (IJU) and Islamic Movement of Uzbekistan (IMU). What was new about this 

phenomenon was the fact that young Turks, Kurds, Arabs and Germans had 

joined international groups, thereby creating a transnational network.

The German public first became aware of the new threat when three mem-

bers of the network were arrested in September 2007 in a small town in the 

Sauerland region. They are said to have produced explosive devices and were 

evidently planning attacks on American and possibly also Uzbek installations 

in Germany. Furthermore, they were acting on behalf of the Islamic Jihad Un-

ion, where they had trained in the preceding years. It wanted to force the Ger-

man troops to withdraw from Afghanistan by mounting a number of terrorist 

attacks.

For the German security authorities this operation was in the final analysis 

a success, but at the same time it showed up their weaknesses. They first be-

came aware of the activities of the “Sauerland” group after their American col-

leagues had supplied them with information which, as far as is known, came 

from the surveillance of email accounts with which the IJU leadership and 

the German activists communicated with each other. Although several of the 

young men had come to the notice of the authorities even before 2006 from 

the surveillance of people who were linked in some way with the Multicultural 

House in Neu-Ulm, it needed a hint from an ally in order to see that these 

old acquaintances were now in fact planning to launch attacks. Without the 

American tip-off the German authorities would probably not have been able to 

prevent the attacks from taking place.

This highlights the greatest weakness of the German security agencies after 

2001. They may now be prepared to deal with activities such as those of the 

Hamburg cell and other organized jihadists. But they are unable to detect nas-

cent radicalization processes among young Muslims in Germany. This can only 

be done if in future the security authorities decide to place the emphasis on 

gathering human intelligence (HUMINT). The intelligence services in particu-

lar need to use more staff of Turkish, Kurdish and Arab descent to target the 

appropriate (and also seemingly less appropriate) mosques, cultural centres, 

groups and individuals in order to be able to ascertain which young people are 

becoming radicalized.

In this connection the extent to which the German debate on terrorism 

bypasses the actual problems becomes clearly apparent. Online investigations, 

for example, which are no doubt useful tools in the fight against terrorism, can 

be used only in cases where the potential jihadist has already been identified. 

But if the main problem is that our security authorities, as a result of their 

physical, cultural and linguistic distance from what they are keeping under 

surveillance, cannot in fact determine which young people are in the process 
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of drifting off into the jihadist scene, then the debate about online investiga-

tions seems absurd and self-indulgent. Back in the 1990s the American intel-

ligence services thought that they could reduce the level of human intelligence 

gathering by concentrating on technological tactics (SIGINT or signals intelli-

gence). Their belief in technology and neglect of traditional intelligence gath-

ering methods helped al-Qaeda in the planning and preparation of the attacks 

perpetrated on 11 September 2001. Online investigations, terrorist databases 

and data retention will probably not be able to prevent an attack from taking 

place. However, more aggressive human intelligence gathering may very well 

be able to do just that.

If the German government were to decide to do something about this prob-

lem, which is of central importance to German counter-terrorism, it would cre-

ate another problem, the existence of conflicting objectives. On the one hand 

there are the necessary and unavoidable measures that need to be adopted on 

account of the threat with which Germany is confronted. On the other hand 

there is the effect this is bound to have on those who sympathize with the 

jihadists. It would seem to confirm the suspicions that exist in this milieu that 

the German state is fighting not only terrorists, but Muslims in general. Thus 

a focused debate on terrorism would have to discuss the following topics: How 

do we actually deal with the assumption that our security authorities are un-

able to efficiently monitor the target at which the fight against terrorism is 

being aimed? How far is intelligence gathering in Islamist circles allowed to go? 

Who ought to be responsible for it?

A possible way of reducing such negative effects amongst the jihadist sym-

pathizers would be to leave the more aggressive intelligence gathering to the 

intelligence services. In contrast to the police, which in recent years has taken 

over more and more intelligence service work, they possess the advantage that 

basically they always operate on an undercover basis. Furthermore, the identi-

fication of radicalization processes is actually one of their tasks.

Negative effects could also be mitigated if the German authorities were to 

jettison their suspicions about Germans of Turkish, Kurdish and Arab origin. 

All too often they are deemed to be a security risk, and not a positive element 

in the fight against Islamist terrorists. If the terrorists were countered by more 

staff of Turkish, Kurdish and Arab origin, the struggle against terrorism would 

not only be more effective, but also more credible.
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 2. Avoiding Over-Reactions

Trying not to over-react is the most important principle on which counter-ter-

rorism activities of a political kind need to be based. It is the idea that a govern-

ment should eschew counter-measures which it may deem apposite in order 

to take effective action if this might conceivably lead to radicalization and 

the recruitment of sympathizers. Of course in any given situation such things 

are always a matter of judgement. However, much will have been achieved if 

decision-makers never lose sight of the consequences of supposedly “effective” 

measures and are thus prompted to act with greater circumspection. In fact 

German over-reactions, e.g. the dragnet searches or security cooperation with 

Uzbekistan, seem relatively minor when one compares them with those of the 

US. Nevertheless, Germany not only has to atone for its own mistakes, but also 

for those of its allies.

The current strength of al-Qaeda is due above all to the weakness of its oppo-

nents. In the search for an appropriate response to the attacks of 11 September 

2001 the Bush administration made just about every mistake that it was pos-

sible to make, and thus provided a series of instructive examples of how one 

should not fight terrorists. Its worst mistake was probably the Iraq war. On the 

one hand the assertion that there was a link between al-Qaeda and the regime 

of Saddam Hussein was a deliberate lie put about by the US government, and 

on the other hand, after the invasion in 2003, Iraq became the centre of attrac-

tion for thousands of volunteers from Arab countries and from Europe who 

wanted to fight the American troops. Most of these young people were new 

recruits who had become radicalized as a result of the American attack on an 

Arab and Muslim country. Apart from this Iraq became the most important mo-

tivational factor for European jihadists, who in the years that followed also per-

petrated attacks in Europe. In Madrid in 2004 and in London in 2005 the issue 

was primarily the attempt to compel nations to withdraw the troops they had 

sent to Iraq. Against this background and since at the time Iraq did not pose an 

immediate threat, Chancellor Gerhard Schröder’s harsh and publicity-grabbing 

rejection of the Iraq war in 2002 was the only right thing to do.

Unfortunately the German government was not always able to distance it-

self as clearly as this from American policymaking, which may also have some-

thing to do with the fact that German policymakers were repeatedly surprised 

by the brutality and inhumanity of the Bush administration. The establishment 

of internment camps for de facto and alleged terrorists and the widespread 
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abduction and torture of terrorist suspects drove thousands of volunteers into 

the arms of al-Qaeda. The names of the camps and prisons, Guantanamo, Abu 

Ghraib and Bagram, have become synonyms for a completely misguided policy, 

not only for sympathizers of the jihadists, but among Muslims throughout the 

world. After 2001 it was above all the policies of the Bush administration which 

lent credibility to the assertions of al-Qaeda that the West was conducting a 

war against “Islam” itself.

The reputational damage suffered by America also had an effect on Ger-

many, which in the fight against terrorism is dependent on the United States. 

Since 2001 the CIA has developed more and more into a central repository 

of information about international terrorism, and America’s allies depend on 

the help they receive from Washington. Thus it is, when all is said and done, 

difficult not to be perceived as an accomplice by outsiders, and this has led to 

a state of affairs where Germany has been held co-responsible for things in 

which the German government was not involved or about which it knew noth-

ing. An example of this was the case of Khaled al-Masri, a German citizen of 

Lebanese descent. It is true that in Germany Masri was in touch with terrorist 

suspects, but in the final analysis he came into the sights of the US authorities 

as a result of having the same name as someone else. On a trip to Macedonia in 

December 2003 he was seized, handed over to the American authorities, and 

flown to Afghanistan. He was detained for several months, interrogated and 

according to his own testimony tortured.

Even if the German government knew nothing about the abduction of 

Masri, it did not respond with the harshness that would have been appropri-

ate in such a case after the facts became known. After all, American security 

services had abducted a German citizen, presumably because they were of the 

opinion that the measures that had been adopted in Germany were insuffi-

cient. Despite this there were no official protests, partly in order not to ruffle 

transatlantic relations, but possibly also on account of Masri’s murky career 

and problematical contacts. Here as in several other cases Germany should 

have openly distanced itself far more clearly from American policies. Thus the 

impression was bound to arise that the German government had not only con-

doned American actions, but had perhaps been involved in them. The negative 

effect on the credibility of German policymaking can be felt to this day. In this 

case the additional damage to transatlantic relations that would have followed 

on the heels of harsher protests should have been brushed aside.

However, the American example should also serve as a warning to Germany. 

As yet there have been no attacks here, so that Germany has found it far easier 

than the US, Britain or Spain not to over-react. From September 2001 onwards 

the US government was under intense public pressure to respond with great 

severity to the attacks in New York and Washington. This does not justify Guan-
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tanamo, but it makes the American response easier to understand. For this 

very reason German society should use the time before an attack takes place to 

prepare itself and to come up with a few answers. If a strategy exists, it will be 

easier after an attack to avoid making the same mistakes as our allies.

In the years after 2001 the German government adopted a whole series of 

measures designed to prepare Germany to meet the new threat. With very few 

exceptions, such as what in the final analysis was a useless dragnet search for 

potential “sleepers” shortly after 11 September, these measures at least did 

not have a deleterious effect. Despite the new-found severity with which this 

country moved against the Islamist terrorists and their supporters, there was 

little sign that people were over-reacting. The most important changes were in 

anti-terrorism legislation, aliens legislation and the organizational structure of 

and assignment of tasks within the security authorities.

Tightening anti-terrorism legislation. Probably the most important innovation af-

ter 11 September 2001 was the introduction of paragraph 129b of the Criminal 

Code, which entered into force in August 2002. For the first time legislators 

made membership of and support for a foreign terrorist organization a punish-

able offence. This change became necessary because, after the attacks in New 

York and Washington, Germany, if only in order to show its support for the 

US, had to fight al-Qaeda in a more determined way. Furthermore, the policy 

pursued up to that point was no longer tenable. Quite obviously until 2001 

German policymakers had feared that if they adopted a more aggressive stance 

in the fight against terrorism, this could be a motive for retaliatory measures 

against Germany. Although it was known that organizations such as al-Qaeda 

and the Lebanese Hezbollah used Germany as a safe haven and a logistics cen-

tre, the German government did not react, that is, as long as the groups did not 

perpetrate attacks in Germany. However, after 11 September it became clear 

that the perpetrators had not responded in kind to such German indulgence, 

but had in fact exploited it. The legislators had to follow suit.

Tightening aliens legislation. Immediately after 11 September 2001 the German 

government tightened the law relating to the reasons for which someone could 

be deported with the aim of expelling foreigners suspected of terrorism. Until 

the law was changed in 2001 it had been possible to expel foreigners only if 

they had committed crimes and if their sentences exceeded a previously de-

termined level. In the first “security package” additional reasons for being ex-

pelled were “endangering the basic free and democratic order or the security of 

Germany,” and “suspicion of membership of or support for a terrorist organiza-

tion.” These provisions, which are contained in Paragraph 54 of the Residence 

Law, served as the basis for a whole series of expulsions or threats of expulsion.
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A prominent “victim” of the new legal state of affairs was the Moroccan Ab-

dalghani Mzoudi, who in June 2005 was acquitted of charges that he had par-

ticipated in the planning activities of the Hamburg cell. The City of Hamburg 

authorities nonetheless initiated proceedings to have him expelled. Thereupon 

Mzoudi returned voluntarily to his country of origin. Here the aliens legisla-

tion was used quite obviously in order to get rid of a problematical individual, 

even though it was impossible to prove that he had done anything that was 

illegal. Furthermore, in recent years a number of Turkish and Arab “preachers 

of hatred” have been expelled. Hitherto, it is true, no cases have come to light 

in which suspects expelled from Germany were the victims of reprisals in their 

home countries. However, it may be taken for granted that their treatment did 

not always correspond to German standards. Yet the number of people who 

have in fact been expelled is very small, since the administrative courts usually 

prevent such expulsions.

Changes in the organizational structure and the tasks of the security authorities. 

Shortly after 11 September there was a trend to centralize the fight against ter-

rorism which affected the Federal Criminal Police Office (Bundeskriminalamt 

or BKA) in particular. This was in retrospect the second phase of the upgrading 

of the Federal Criminal Police Office and a step towards a “normalization” of 

the German security architecture, which to this day is determined by the ex-

perience of the security authorities in the Third Reich. The federal structure 

created after the war was a reaction to the centralized structure which existed 

until 1945, with the Reichssicherheitshauptamt (German Central Security Of-

fice) at its head. It is true that the Federal Criminal Police Office was established 

as early as 1951, though for almost two decades it remained an almost insignifi-

cant information gathering agency. The criminal offices in the Federal States 

and the local police headquarters were instead made responsible for fighting 

crime. The BKA was given executive powers only as a result of the rise of the 

Red Army (RAF) terrorists at the beginning of the 1970s.

After September 2001 a second centralization phase began under the leader-

ship of Interior Minister Otto Schily. He called for unambiguous powers for the 

BKA in its dealings with the criminal police offices of the federal states, and 

with regard to the Constitutional Protection Service (i.e. the German domestic 

intelligence) was in favour of placing the offices in the federal states under the 

control of the Federal Office for the Protection of the Constitution (Bundesver-

fassungsschutz or BfV). This proved impossible to implement on account of the 

resistance of the federal states, so that instead the exchange of information 

was enhanced with the help of the anti-terrorism database (in which infor-

mation from all the 38 agencies which are concerned with the fight against 

terrorism can be accessed), whilst cooperation between the state and federal 
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authorities was expanded within the framework of the Joint Anti-Terrorism 

Centre (GTAZ) in Berlin.

However, the core of the centralization policy was the upgrading of the BKA, 

which in any case actually led the fight against terrorism after 2001. This policy 

reached a climax with the BKA law enacted at the end of 2008. On the one hand 

the police powers of the BKA were once again widened. On the other hand it is 

now permitted to a much greater extent than before to engage in preventive 

investigation before crimes are actually committed, and for this purpose has 

been given competences and instruments which are normally assigned to the 

intelligence services. The deployment of informants and undercover agents, 

bugging homes and spying on computers will turn the BKA more and more 

into an agency on the lines of the American FBI, that is, a police force which 

also employs a set of intelligence gathering tools. In itself this does not consti-

tute a problem, though it signifies a fundamental shift in the security architec-

ture of Germany that has obtained hitherto. And there is the question of what 

the job of the internal intelligence services is supposed to be if the police, at 

least with regard to the important issue of fighting terrorism, are taking over 

what used to be their task. A logical consequence of this policy would be to 

abolish the Constitutional Protection Service.

This and numerous other changes signify a complete reorientation of the 

German fight against terrorism which places a great strain on the utmost lim-

its of the rule of law. However, there has been no over-reaction of the kind 

seen in the United Kingdom, where, for example, suspected members of ter-

rorist organizations can be interned for years on end without having been sen-

tenced. However, this was due more to the domestic balance of power than to 

a carefully crafted political counter-terrorism strategy. Politicians such as the 

interior ministers Schäuble and Schily emphasized repeatedly that they con-

sidered measures that went much further than this, such as the internment 

of terrorist suspects, communication bans and targeted killings, at least worth 

talking about. The debate about the permissibility of torture and the utilization 

of interrogation results from states in which torture is widespread could prove 

to be particularly problematical.

With regard to this issue Germany is being watched closely by the jihadist 

community, its sympathizers and by many wholly unsuspicious Muslims. The 

debates about sending German officials to interrogate suspects in Guantanamo, 

Syria and Lebanon, which were also the subject of the Federal Intelligence Serv-

ice (BND) investigative committee (i.e. a parliamentary investigative commit-

tee which between 2006–2009 scrutinized the role of the Federal Intelligence 

Service (Bundesnachrichten dienst) in Iraq 2003 and Western counter-terrorism 

in general), are being discussed by jihadists in the internet. Here the German 

government is suspected of having given its assent to the torture of German 
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citizens or at least of having tacitly tolerated it. This should prompt German 

politicians to tone down their at times martial rhetoric, especially when it is 

in any case impossible to comply with certain demands. Even thoughtful ut-

terances by leading politicians on the subject of internment camps (e.g. Guan-

tanamo) and the ban on torture can be detrimental to the goals of the German 

fight against terrorism. Public reticence is an important element of any kind of 

political counter-terrorism.

As a result of the introduction of Paragraph 129b the subject of torture has 

also acquired a practical significance in the German fight against terrorism. 

Since 2002 German courts have been required to evaluate the activities of for-

eign organizations in order to establish whether they have a terrorist dimen-

sion. It is not surprising that factual information on the structure and aims of 

al-Qaeda is often difficult to obtain in Pakistan, Iraq or Algeria. The response 

of the criminal prosecution authorities is to intensify their cooperation with 

their counterparts in these countries. In doing so they turn a blind eye to the 

fact that in their prisons torture is used on a routine basis. In recent years rep-

resentatives of the Federal Prosecutor’s Office have attempted to introduce in-

terrogation results from problematical states such as Pakistan and Uzbekistan 

in proceedings against terrorist suspects. In the meantime the German media 

have also seized on this topic, so that the sympathizer community now knows 

all about it.2 In this way the German fight against terrorism is slowly but surely 

losing its credibility.
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 3. Separating the Integration Debate  
and the Fight against Terrorism

In Germany fighting terrorism and the integration of Muslims (or of Turks, 

Kurds and Arabs) are frequently construed as topics which belong together. 

A Muslim who is well integrated into German society, so the often repeated 

thinking goes, is not susceptible to jihadist propaganda. If one believes this the-

sis, then a good integration policy is the best way in which to fight terrorism. 

Theoretically this may be true, if we are thinking of the future ideal solution. 

However, in societal practice the integration of immigrants is a long-winded 

process which for the people concerned is connected with many setbacks and 

disappointments. Young people who have come a long way in the integration 

process, but come up against unexpected difficulties at some point, seem fre-

quently to be especially receptive to militant ideologies. The process of inte-

gration can certainly lead to more violence and terrorism, and for this reason 

fighting terrorism should be kept separate from integration policy.

The link between the fight against terrorism and the integration of foreign-

ers was taken up by a number of American authors and politicians from 2003 

onwards. Alarmed by the onset of jihadist attacks in Europe after the start of 

the Iraq war, they feared that this turmoil might spill over to the US. Their 

arguments were simple and eminently logical. European Muslims are badly 

integrated, underprivileged in socio-economic terms and are subject to cultural 

discrimination. For this reason they have a tendency to espouse militant ideolo-

gies. Since they are frequently in possession of European passports it is easy for 

them to enter the US. If Europe does not make a better job of integrating its 

immigrants, it will increase the danger of terrorism in the US.

This line of argument never seemed to be very convincing in the case of 

Germany. If a lack of integration encouraged the radicalization of Muslims, as 

the opponents of this idea liked to point out, then the Turks in Germany ought 

to be especially susceptible to jihadist propaganda. But since this was not the 

case, integration deficiencies could not be the reason for terrorism. That this 

line of argument was untenable became clearly apparent after 2007 when the 

composition of the “Ulm Sauerland network” emerged. It was dominated by 

Turks and Germans of Turkish descent, so that the notion that the Turks are 

immune to jihadist propaganda was easily refuted. If the ongoing radicaliza-

tion of young Turks continues, the terrorist threat in Germany will get even 

worse in future. But if German society wishes to get a grip on this problem, 
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then the question of the relationship between integrational deficits and the 

susceptibility to jihadism is now calling for new answers.

Yet it cannot be disputed that in the long term a successful policy of integra-

tion can also help to reduce the attractiveness of militant ideologies. However, 

in the medium term the integration process can even encourage the radicaliza-

tion of young people. The majority of jihadists do not come from an Islamist 

underclass, but from the middle classes, and are often considered to be model 

examples of the success of integration policies. This, for example, was exempli-

fied by the case of Muhammad Bouyeri, who in November 2004 murdered the 

Dutch filmmaker Theo van Gogh. Bouyeri was born in Amsterdam. His parents 

were Moroccan immigrants, and he was considered to be well integrated. He 

became radicalized in the aftermath of the Iraq war.3 The same is true of many 

European Muslims who have become terrorists since 2003.

German or European jihadists do not share a specific profile. However, they 

often have one thing in common: their way to the top has often come to a sud-

den and shuddering halt. Sociologists have described this as “blocked upward 

mobility,” and in this context specific expectations are crucial for individual 

reactions. There were several examples of this in the Hamburg cell around Mo-

hammed Atta. Young Arab students come to Germany with high expectations, 

select prestigious scientific or technical disciplines, and then notice that they 

are unable to cope with the demands made by the subject they are studying. 

Others hope to make a career in their various home countries, but realize that 

despite being achievers upward mobility in societies such as those of Egypt and 

Morocco is far more difficult than in Germany.

In any case these young people reach certain limits, see that their hopes and 

expectations are being thwarted, and look around for something which can 

give a new meaning to their lives. In recent decades jihadism has become a 

meaning of this kind, and an increasingly attractive one, because it is exciting 

and keeps you busy. But the integration process, as far as many immigrants are 

concerned, is no more than a matter of social upward mobility. If expectations 

raised by a certain policy are disappointed, integration can lead to radicaliza-

tion and thus to more violence. The new terrorist groups would then merely 

be “more German,” that is, on account of their social background they would 

turn increasingly against the German state and German society. There are ini-

tial indications that this is happening now. The “Ulm Sauerland network” is a 

structure that has already come into being, and most of its members grew up 

in Germany. These young people have not as yet developed a coherent anti-

German strategy. In fact, many of them join jihadist organizations in Pakistan 

and Afghanistan without intending to return to Germany. But it is probably 

only a question of time before this and similar groups begin to fight the Ger-

man state in a far more determined manner than has hitherto been the case.
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Fighting terrorism and the integration debate do not have to be separated be-

cause the two topics are not actually linked on a factual level. The suggestion is 

based on pragmatic and political considerations. The integration of immigrants 

is an important long-term German domestic policy issue which should not be 

adversely affected by short-term security policy problems. Such problems, for 

example, would materialize if it became apparent that improved integration 

initially led to more (and not less) terrorist violence. One simply has to picture 

to oneself how German citizens (that is, the electorate) would respond if there 

were a wave of terrorist attacks by supposedly well-integrated students of Turk-

ish and Arab descent after the German government had explained to them for 

many years that the efforts being made to raise the level of integration were an 

important means of fighting terrorism. In such a situation many people would 

call for an end to integration policies and, depending on the intensity of the 

terrorist attacks, react accordingly at the ballot box. Populist and radical right-

wing groups would profit most. Such a development must be prevented at all 

costs, and the best way to do this is to keep the two issues strictly separate.

It is far more important for German policymakers to apply their minds to 

the question of the sympathizers and supporters of jihadist groups here in 

Germany and who they actually are. As yet the picture is very incomplete be-

cause a genuinely German jihadist scene has emerged only in recent years. At 

the same time the ongoing radicalization of a growing number of young Turks 

makes it clear how urgently some preliminary measures are already needed.

The German debate as a whole suffers from the fact that the religious di-

mension of the problem tends to be over-estimated. For example, when repre-

sentatives of the German government describe the Islam Conference as a way 

of fighting terrorism, it makes it clear that Muslims, at least by implication, 

are regarded as sympathizers in the wider sense of the word, and that they 

should be incorporated into the fight against terrorism. But that is the wrong 

approach.4 What in fact needs to be done is to identify those Islamists who 

really are close to the militant groups. These are the people to whom politi-

cal measures ought to be applied, and they should also be restricted to such 

individuals.

In this connection Islamists are frequently talked about in Germany in a 

completely undifferentiated manner, so that organizations such as the Arab 

Islamic Community in Germany (Islamische Gemeinschaft in Deutschland or 

IGD) and the Turkish Community Milli Görüş (Islamische Gemeinschaft Milli 

Görüş or IGMG) have started to attract attention. Both may pose integration 

policy problems and harbour sympathies for violent branches of the Muslim 

Brotherhood such as the Palestinian Hamas. However, it does not make sense 

to link them to al-Qaeda and other jihadist organizations. It is true that with-

in these organizations there is a kind of “right-wing” or militant fringe from 
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which individuals sometimes slip away to join terrorist groups. However, it 

is impossible to prove more than sporadic contacts between local IGMG offi-

cials and well-known jihadists. The most important interface between activists 

of the two groups was the Islamic Information Centre (Islamisches Informa-

tionszentrum or IIZ) in Ulm founded in 1999. Together with the Multicultural 

House in Neu-Ulm, which was shut down in 2005, it was the place where the 

“Ulm Sauerland network” had its origin. Here there is a rather murky area, 

though it says more about the problems of Islamist organizations when it 

comes to keeping tabs on their local branches and members than about their 

specific goals and ideology.

Real jihadist sympathizers are nowadays often encountered in mosques and 

Islamic centres that are considered to belong to “salafist” groups. Salafism (or 

“traditional Islamism”) has for some years been the name given to a way of 

interpreting Islam, the representatives of which, in contrast to the traditional 

Islamists, appeal more emphatically to an idealized vision of the early period 

of Islam. They typically attempt to copy the lifestyle of Muslims in Mecca and 

Medina in the 7th century as closely as possible. By reviving a kind of “primeval 

Islam” they believe they can find solutions to modern problems. In this they 

are following in the footsteps of older movements such as the Wahhabiya in 

Saudi Arabia, one of several reformist movements which arose in the Muslim 

world in the 18th century. In theoretical terms it is difficult to make a distinc-

tion between Islamists and salafists. In practice this is simplified by the fact 

that the majority of salafists try to draw a clear distinction between themselves 

and Islamists. 

In scholarship a distinction is usually made between three varieties of 

salafism: purist salafism, political salafism, and salafist jihadism.5 The purists 

are the salafists who (in the first instance) are merely interested in reforming 

individuals and society, and who thus do not pose a security problem. On the 

other hand, the political salafists (who are also frequently referred to as the 

salafist mainstream) are influenced by revolutionary trends of Islamism and 

are on the whole more strongly politicized. They often display sympathy for 

militant groups, though seldom for those such as al-Qaeda, which are fighting 

the regimes of the Arab states themselves. In contrast to this, they propagate 

the struggle in Palestine, in Iraq and in Afghanistan, using the argument that 

non-Muslim powers have occupied Muslim territory and that in such cases the 

classical Islamic code of war prescribes armed resistance. And last but not least 

the salafist jihadists are fighting against the West and their own governments 

and in doing so are frequently not afraid of killing large numbers of Muslims.

In practical terms and in the context of the German fight against terrorism, 

these distinctions are often difficult to apply. The most important problem 

is that the ideological differences are often restricted to aspects of the vari-
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ous jihad theories. Whereas the salafist ideology of all three groups is largely 

identical, the exegeses differ with regard to the question of whether suicide 

attacks in Europe are legitimate, whether it is permissible to attack states in 

the Middle East, and whether civilians in Iraq are a legitimate target of the 

armed struggle. This blurs the borderlines, makes it easy to change from one 

interpretation to another, and difficult for opponents, though certainly not 

superfluous, to differentiate between them. In Germany the potential support-

ers, sympathizers and probably also the jihadists of the future are to be found 

in a salafist milieu.

The salafist movement in Germany has increased significantly since 2001. 

Precise data are not as yet available, though the number of adherents is prob-

ably in the lower 4-digit bracket. The movement has a whole string of promi-

nent representatives, and they include, for example, Hasan Dabbagh in Leipzig, 

Abdaladhim Kamouss in Berlin, Muhammad Bin Husain in Bonn, Muhammad 

Çiftçi in Brunswick and Pierre Vogel in the Cologne area. Most of these indi-

viduals belong to the salafist mainstream. The jihadists are much more difficult 

to identify. Hitherto the most striking example, until he left the country in 

2005, was an Egyptian, Yahia Yusuf (born 1958), who, it is true, is considered to 

be a representative of the mainstream, although very many German jihadists 

come from his milieu. He worked as a preacher at the Multicultural House in 

Neu-Ulm, the nucleus of the “Ulm Sauerland network,” which was closed down 

in 2005. Here, under the influence of Yusuf, several dozen young people were 

radicalized from the end of the 1990s onwards. Some of them fought on the 

side of the insurgents in Chechnya.6 In 2005 Yusuf eluded arrest by the German 

police and now lives in Jedda in Saudi Arabia. The story of the Multicultural 

House and of the Islamic Information Centre in Ulm demonstrate the dangers 

which can emanate from the salafist centres in Germany. The ideological path 

from the mainstream to the jihadists is a very short one.

Hitherto not enough is known about the salafist movements in Germany, 

and thus it is difficult to evolve political strategies designed to deal with them. 

However, much will have been achieved if the German state does not over-

react once it has recognized the danger emanating from these groups. Alien 

legislation measures against so-called “preachers of hatred” should be adopted 

more cautiously than in the past. Those which have been taken hitherto of-

ten seem arbitrary to the people who know the person affected by them, and 

can promote radicalization. However, a credible warning that measures of this 

kind may be adopted can also lead to more moderation. This would seem to 

suggest that alien legislation measures should be applied in careful doses and 

aimed at specific targets.

A second argument against across-the-board and thus non-specific deporta-

tions is that they merely shift the problem abroad. Preachers such as Yahia 
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Yusuf also seem to exercise an influence on young people in Germany from 

abroad. Many salafists with contacts to the jihadist milieu have left Germany 

and, if, that is, they are not in Pakistan already, are attending language schools 

in Egypt and other Arab countries. As a result Germany is completely unable 

to counter the radicalization and recruitment of such young people. There is a 

great danger that they will join international terrorist groups and subsequently 

return to Germany. The German jihadists, irrespective of their origins, are a 

German problem which first and foremost will have to be resolved in Germany.

Several neighbouring European states are now reacting to the terrorist threat 

by implementing so-called “de-radicalization programmes.” In this way they 

are trying either to prevent the radicalization of young people, or to persuade 

them to leave the jihadist milieu. An example that is frequently mentioned is 

the Amsterdam “Information House.” This is an official contact partner for all 

people and groups who are in touch with young people in districts with a high 

proportion of immigrants, e.g. neighbourhood groups, teachers, social workers 

and clergymen. If anyone believes that young people are becoming radicalized, 

they can get in touch with the Information House, which will then proceed to 

counsel the informers on how to deal with problematical cases. Other individu-

als will become involved only if their efforts are of no avail, and they, hope-

fully, will be able to make their influence felt. However, the Information House 

also helps in finding work or vocational training opportunities. The security 

authorities become involved only if some kind of danger is in the offing.7 

Germany needs similar programmes tailored to what is happening here. Of 

especial importance in the years ahead will be attempts to show that there are 

alternatives to the ideology of jihadism. For this purpose the German govern-

ment needs to find allies who are willing to attempt with the help of religious 

arguments to persuade young Muslims to turn away from violence. This is go-

ing to be a problem inasmuch as such preachers will have to come from the 

salafist spectrum or milieu, and will also have to possess religious authority in 

order to exert some kind of credible influence on the young men in question. 

Such a procedure runs the risk of upgrading preachers who may reject violence 

in public, even though their ideology is nonetheless largely identical with that 

of the jihadists.

In the United Kingdom such initiatives are hotly debated. A prominent 

example is the STREET (Strategy to Reach, Empower and Educate Teenagers) 

project, which is designed to give a helping hand to young Muslims who, it is 

feared, may well become radicalized. The initiator is a controversial salafist 

imam in south London, Abdul Haqq Baker.8 German policymakers who wish 

to embark on similar projects will have to grapple with some difficult issues. 

Germany will also have to answer the question of how to deal with the grow-

ing importance of the internet for the radicalization of young Muslims. Closing 
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down websites is not a solution. In fact, Germany ought to encourage ideologi-

cal counter-proposals. This also applies to the growing number of jihadists in 

German prisons. As more and more information about German jihadists be-

comes available, it will be necessary to design de-radicalization programmes. 

Ideological, societal and psychological factors (in addition to domestic and for-

eign policy ones) lead to the radicalization of young Muslims. In future German 

policymakers will have to find answers to all of these issues.
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 4. Defusing Regional Conflicts in the Arab World

The unresolved regional conflicts are an important motivational factor for 

young jihadists. Whilst the most important one is the Israeli-Palestinian con-

flict, the fighting in and around Iraq attracted a great deal of attention between 

2003 and 2006, and the wars in Bosnia, Chechnya, Kashmir, Somalia and Af-

ghanistan have also played or still play an important role. The jihadists argue 

that the West is conducting a war against Islam, and the images from the war 

zones certainly lend credence to this line of argument. Thus the suffering of 

Muslims in the crisis areas is an important motive for the start of the armed 

struggle in Europe. Furthermore, in recent years the number of European and 

German Muslims who have set off to fight in these wars has gone up enor-

mously.

German policymakers must react to these developments. Hitherto the meas-

ures they have adopted have been restricted to the surveillance (if possible) 

of the travel movements of the young volunteers. In individual cases the re-

cruits have been prevented from setting out on their journeys. In many other 

cases the security authorities do not even know the people who are leaving 

the country. The counter-measures adopted so far are no more than the usual 

attempt to deal with the symptoms (instead of the causes) and may be traced 

back to the fact that German policymakers lack either the courage to pursue 

or the awareness of the urgent need for a new policy. The current conflicts in 

Israel / Palestine and their neighbouring states, and in Iraq and Somalia have 

direct ramifications for internal security in Germany. And even if a conflict 

is resolved, it continues to have an influence on the jihadist milieu for many 

years thereafter. This was demonstrated by the war in Bosnia, which came to 

an end in 1995. Many of the jihadists active in recent years were radicalized 

by news and images of the massacres perpetrated on Bosnian Muslims. Many 

of these extremists lived in Germany. Thus several of the éminences grises of 

the “Ulm Sauerland network,” including Yahia Yusuf, got to know each oth-

er in the 1990s while providing support from Germany for the struggle in  

Bosnia.

Of course, Germany cannot resolve all of these conflicts. But it must formu-

late its interests, particularly with reference to state-of-the-art counter-terror-

ism, far more clearly and contribute far more to defusing individual conflicts. 

In order to do this it must primarily secure the support of its allies on both 

sides of the Atlantic for new policy approaches. Currently the most important 

conflicts are probably those between Israel and the Palestinians and in Iraq.
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The Israeli-Palestinian conflict is one of the most important motivational 

factors for young jihadists all over the world. Whilst it is true that its resolu-

tion will not be able to terminate Islamist terrorism, steps towards a solution 

would deprive the recruiters of an important argument and could help to pre-

vent the radicalization of many young people. In Germany people understand 

the significance of the Middle East conflict, though there continues to be a 

lack of awareness of the fact that its consequences also constitute a growing 

danger for the internal security of Germany. This applies on the one hand to 

the radicalization process, in which the sufferings of the Palestinians almost 

always play a role. This insight is not new. However, there has also been a no-

ticeable trend in recent years towards radicalization among Palestinians in the 

diaspora, in Egypt, in Jordan, in Lebanon, and also in Syria and in Europe. This 

is a dramatic development, because for a long time the Palestinians generally 

displayed little or no sympathy for al-Qaeda. They were well aware of the fact 

that Osama bin Laden first displayed an interest in the Palestinian issue after 

losing his Afghan headquarters in 2001, when he was on the look-out for al-

lies. Many Palestinians considered al-Qaeda to be a Saudi Arabian and Egyptian 

organization which was not seriously interested in their struggle against Israel. 

On top of this they had their own organizations, Hamas and Islamic Jihad, and 

these were engaged in an armed struggle.

The situation has changed. In the meantime quite a few Palestinians have 

joined the jihadists. Their first leader was a Jordanian, Abu Musab al-Zarqawi 

(1966–2006), who led al-Qaeda in Iraq from 2004 onwards. In 1999 Zarqawi 

began to assemble a group of followers who were Jordanians, Syrians and Pal-

estinians, and developed a strategy which above all else was designed to “liber-

ate” Jerusalem and thus the whole of historical Palestine. Even while he was 

fighting in Iraq, he declared repeatedly that, after driving the Americans out of 

Mesopotamia, he intended to carry the jihad into the adjoining Arab countries 

in order to use them as a base from which to attack Israel. Young Palestinians 

from the refugee camps in Lebanon, Syria and Jordan thus set off for Iraq in 

the years after 2003 in order to embark on the first stage in the battle against 

Israel. Returnees and those who had stayed at home joined forces in the follow-

ing years to perpetrate attacks in Jordan, on the Sinai peninsula in Egypt, in 

Lebanon and in Syria. Many of the perpetrators were Palestinians.

In the final analysis it is the radicalization of the Palestinian diaspora which 

makes it imperative to resolve the Middle East conflict as quickly as possible. 

That this also affects Germany became apparent shortly after the 11 September 

attacks. Most of the members of the “Tawhid” or “Abu Ali” group, who were ar-

rested in the Ruhr region in April 2002, were Jordanians of Palestinian descent. 

They belonged to the network of Abu Musab al-Zarqawi, who had commis-

sioned them to carry out attacks in Germany.
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Moreover, since 2003 Palestinians in the Palestinian territories have also 

been joining the jihadists. In the Gaza Strip there are now small groups which 

have openly expressed their adherence to the ideology of al-Qaeda. It is true that 

they are still a peripheral phenomenon, because Hamas is leading the struggle 

against Israel. It is nonetheless impossible to overlook the fact that against the 

background of the interminable Palestinian crisis even more radical ideologies 

are gaining ground, especially in the Gaza Strip. This process will probably 

continue into the future, so that a resolution of the conflict will become in-

creasingly difficult. Even if it were possible to achieve a kind of détente with  

Hamas, more radical and violent actors will seek to prevent it from happening.

These insights should make it clear to German policymakers how urgent 

it is to resolve the conflict. And yet hitherto German policymaking (together 

with that of its American and European partners) has been an utter and total 

failure. Germany has latched on to the coattails of the US and pinned its hopes 

on a negotiated settlement between Israelis and Palestinians for which the in-

ternational community has insisted on very few preconditions. Yet the whole 

peace process since 1991 shows that progress can only be expected if external 

actors exert pressure on the negotiating partners. In realistic terms only the 

US can stipulate such preconditions, though the position of the European Un-

ion would have more clout if it were able to agree on a joint approach. In this 

context Germany has to admit that, after pointing out its special responsibility 

for the State of Israel, it has regularly acted as if it were a representative of 

the Israeli government and has frequently prevented the adoption of a more 

unambiguous EU position.

That Germany has a special responsibility towards Israel for historical rea-

sons is no doubt correct and not in dispute among the proponents of its politi-

cal mainstream. However, German policymakers draw the wrong conclusions 

from this by uncritically adopting Israeli views and procedures towards or in 

the conflict. These positions actually exacerbate the conflict instead of contrib-

uting to a solution.

In the long run Israel can only live in peace with its neighbours if it makes 

territorial concessions. The Israeli-Palestinian conflict is a dispute about the 

territory of historical Palestine, and the only hope for a solution is that Israel 

will hand over to the Palestinians the areas it occupied in 1967 and agrees to 

the foundation of a Palestinian state. The greatest obstacle on the path leading 

to a solution is the ongoing construction of settlements, which clearly demon-

strates that Israel does not have the will to make such a territorial compromise. 

The reasons for this are concerns about its own security, especially if terrorist 

groups such as Hamas were to play a political role in a Palestinian state. But 

in fact Israeli policymaking is a telling example of a completely misguided 

way of fighting terrorism. Palestinian terrorism flourishes on the back of the 
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Israeli occupation. Measures such as the targeted assassination of Hamas lead-

ers, sealing off the Gaza Strip, and the assault on Gaza at the end of 2008 will 

achieve nothing if the complaints of the Palestinians are not taken seriously. 

It holds true in Palestine, as elsewhere, that in order to be successful in the 

fight against terrorism in the long term it is imperative to take the demands 

of the sympathizers seriously. What they are calling for, quite rightly, is an 

end to the Israeli occupation, a Palestinian state of their own, and solutions for 

the refugee problem. As long as no attempt is made to tackle these problems, 

counter-terrorism measures will continue to be pointless.

Germany’s most important interest in the Middle East is the peaceful resolu-

tion of the Middle East conflict. True, the Obama administration has announced 

that it intends to adopt a more active approach towards the conflicting parties, 

but over and above this there are few reasons for optimism. EU involvement as 

an actor who can be taken seriously and is clearly able to formulate what his 

interests are is long overdue. This includes the insight that the Israeli policies 

pursued hitherto endanger German and European interests. There is an impor-

tant area here in which Germany can make a contribution. In the shadow of 

action being taken by the US and against the background of radicalization in 

the Palestinian diaspora, Germany and the EU should pay special attention to 

the refugee problem. Even if progress were to be made between the conflicting 

parties, it is unlikely that the refugees in the neighbouring Arab states would 

benefit from the fact. However, they continue to be in a parlous situation. Pal-

estinians do not have the same rights as other citizens in any of the neighbour-

ing states. In fact, their governments, especially those in Lebanon and Syria, 

still use the refugee issue as a pawn and as a way of gaining leverage in future 

negotiations with Israel. The situation in the camps in Lebanon is particularly 

disastrous.

Germany could certainly become an important champion of the refugees. 

On the one hand this would help in the event of a peaceful resolution of the 

conflict. Israel would have to recognize the (albeit theoretical) right of the refu-

gees to return to their erstwhile homeland, whereas the Palestinians would 

have to accept that only a very small number could immigrate into a future 

Palestinian state. Lebanon, Syria and Jordan on the other hand would have to 

improve the status of the Palestinians so that they had the same rights as every-

one else. The requisite financial aid and support of other kinds could come 

from the EU, which has already made it clear that this is a feasible option. How-

ever, a policy on refugees of this kind should not be restricted to the highly 

unlikely event of a resolution of the conflict. For several years it has become 

increasingly apparent that Israelis and Palestinians are neither able nor willing 

to terminate their conflict. It is also doubtful whether the US will in fact be 

able to persuade the conflicting parties to reach an agreement. But if this were 
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to happen, there would also be an urgent need for a new German approach. 

The EU and Germany should work more actively than hitherto to improve the 

living conditions of the Palestinian refugees. It is true that the obstacles facing 

such a policy are great, but only in this way can Germany contain the ongoing 

radicalization of the Palestinians.

The war against Iraq in 2003 and the subsequent occupation of the country 

by American and British troops were the most important motives for terrorist 

attacks in Europe in the following years. The majority of the post-2003 terror-

ist plans were directed at states which had contributed troop detachments for 

the stabilization of the country. Thus the Madrid terrorists in March 2004 were 

primarily trying to force Spain to withdraw its armed forces. That the Spanish 

government elected shortly afterwards honoured its election promise, recalled 

the troops, and thus created the impression that it was complying with the 

wishes of the terrorists made the Madrid attack one of the most successful in 

the history of terrorism. The attacks in London in July 2005 were also prompt-

ed by the role of the United Kingdom in Iraq.

On account of its rejectionist attitude to the Iraq war between 2003 and 

2006, Germany, on the list of important al-Qaeda targets in Europe, came be-

hind the United Kingdom, Spain, Italy and the Netherlands. This wrongly led 

many Germans to believe that the adoption of the correct attitude towards the 

Iraq issue protected their country against attacks. That this was not the case 

was shown by ongoing smaller operations, though they were either unsuccess-

ful or nipped in the bud. The fact that the war had mobilized Islamist members 

of the Iraqi Kurd diaspora in Germany was a matter of grave concern. A small 

but well-organized community of supporters for an Iraqi terrorist group called 

“Helpers of Islam” (Ansar al-Islam) carried out logistical tasks (to the exclusion 

of all others). However, as in the case of the Palestinians, it illustrated the dan-

gers inherent in the radicalization of diaspora groups.

Iraq itself continues to be a dangerous place. Against the background of the 

American troop withdrawals, which are due to have been completed by August 

2010, there is a growing danger that there will be a resurgence of violence. It 

is true that after the completion of the “withdrawals” and at least until 2011 

tens of thousands of American military personnel will continue to be stationed 

in the country. However, they will be able to contain the ethnic and religious 

conflicts which may erupt in the country only to a limited extent. At the same 

time the ongoing presence of Americans in Iraq, no matter what their function 

happens to be, will continue to constitute an important motive for anti-Ameri-

can activities on the part of jihadist groups. In order to forestall such problems, 

Iraq must assume responsibility for its own security as soon as possible and the 

Americans should leave the country as soon as the security situation permits 

them to do so. 
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Despite the evident dangers to German interests and the security of Ger-

many that emanate from Iraq, German policymakers completely ignored the 

country between 2003 and 2008. Back in 2002 the rejection of the Iraq war by 

Germany and France led to vociferous disputes in the European Union between 

those states which refused to support the US and Britain and those who pro-

vided armed forces for the proposed stabilization of the country (Spain, Italy, 

Poland, the Netherlands and others). The fact that Chancellor Schröder made 

successful use of the Iraq war as an electioneering issue led to a great deal of 

bad blood in German internal politics. Both of these things meant that the 

Grand Coalition avoided the subject of Iraq in order to prevent the old conflict 

from resurfacing.

Since 2008 the German government has tried to amend its policies, though 

it has restricted itself on the whole to the encouragement of business contacts. 

That the fight against terrorism and security issues play no role whatsoever in 

German policy on Iraq goes back to the insight that Germany cannot make a 

significant contribution to improving the security situation in Iraq. However, 

in this conflict Germany could also pursue a more active policy on refugees. In 

addition to about 1.5 million Iraqi internal displaced persons, about 1.5 million 

refugees now live in Syria and about 500,000 in Jordan. This has all the mak-

ings of a large-scale refugee crisis that could well be exacerbated by the strug-

gles in Iraq. The repatriation of refugees, their integration into the societies 

of the countries to which they have fled, and the improvement of their living 

standards is an important aspect of any kind of counter-terrorism in the Middle 

East (and in Pakistan and Afghanistan).

The terrorism problem shows that the demands made on German Middle 

East policy will continue to grow. In the various countries of its region of origin 

jihadism comes to the surface in wavelike patterns. Whereas Iraq, with regard 

to terrorism, is currently becoming less important, Yemen is turning into a 

crucial al-Qaeda battleground. Algeria has in any case been a focal point for 

jihadist activities for quite some time. And now Somalia is attracting fighters 

of Somali descent from the US, Britain and occasionally from Germany. In this 

area Europe is faced with the challenge of finding answers to growing threats 

in an important region, part of which lies in the immediate vicinity of Europe. 

Germany cannot solve all of these problems. But together with its partners it 

needs to develop concepts, determine priorities and reach agreement on a divi-

sion of labour. But whatever happens, Germany can no longer afford to ignore 

the region beyond Israel and Iran, even though this was often the case in the 

past.
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 5. Initiating Political Reforms in the Arab and  
Muslim Worlds 

Al-Qaeda and the jihadist movement came into being because Islamist opposi-

tion movements in Egypt, Saudi Arabia, Algeria and other countries were una-

ble to gain the upper hand in their struggle against authoritarian governments. 

As is so often the case, the fact that they resorted to using the tools of terrorism 

was simply a sign of weakness. Their anti-American stance is primarily the 

result of the fact that the US has supported these regimes for decades. Thus a 

strategy for fighting terrorism must also be concerned to find solutions in Arab 

and Muslim states. If the authoritarian regimes of the region do not change, 

they will keep on provoking resistance of a violent kind. But instead of work-

ing for political change, Western states, including Germany, restricted them-

selves after 2001 to expanding cooperation with the security authorities of the 

regimes in the area. A procedure based on short-term security gains has been 

exported from domestic policymaking to foreign policy, and in a worst-case 

scenario can only lead to the consolidation of the local regimes. This develop-

ment demonstrates clearly the extent to which Germany needs new concepts 

for dealing with the countries from which the jihadists come.

In their cooperation with Arab and Muslim countries the Germans have fol-

lowed the example of the US. After 2001 there was a massive increase in joint 

counter-terrorism activities involving the various states in the region. This ap-

plied not only to its traditional partners, especially Jordan, Morocco and Saudi 

Arabia, but also to anti-Western states such as Syria. In the framework of the 

extraordinary renditions programme the Bush administration regularly sent 

terror suspects of Arab origin to these countries to be interrogated, above all 

to Jordan, the most important partner of the US security agencies in the Arab 

world. In this the US was primarily interested in circumventing its own (some-

what emasculated) laws protecting such suspects against the use of torture. In 

all of the states mentioned above the maltreatment of prison inmates is a daily 

occurrence, no matter whether the countries belong to the pro-Western or the 

anti-Western camp.

On top of this the US increased its support for its old and new partners in 

the region. Thus it helped Saudi Arabia and Algeria to fight their particular 

terrorists more effectively. For this purpose they supplied modern equipment 

and training for the often over-stretched security authorities and armies of 

the countries concerned. Until 2005 the Bush administration continued to pur-
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sue a democratization agenda for the greater Middle East. However, as Iraq 

sank deeper and deeper into civil war, as terrorist violence in the region esca-

lated, and as the conflict sparked by the Iranian nuclear programme became 

more acute, Washington began to have second thoughts. The Bush adminis-

tration permitted its allies Egypt and Saudi Arabia, which after 2003 had em-

barked on certain reforms, to put them on ice. In fact, the unqualified support  

for all these regimes meant that they tended to become even more authoritar-

ian.

The more determined fight against terrorism now being conducted together 

with the dictators of the region has turned the US itself into a target of pre-

dominantly nationalist groups. The most important example of this is Algeria. 

After 11 September the US feared that al-Qaeda could put down roots in Algeria 

and the Sahel zone. As a possible ally of Bin Laden it identified the Algerian 

Salafist Group for Preaching and Combat (GSPC), a staunchly national jihadist 

organization whose sole aim was to topple the regime in Algiers. Nonethe-

less the Bush administration increased its cooperation with the Algerian state 

dramatically after 2001 and more robustly after 2003, and this had serious 

consequences. In fact the GSPC moved closer to al-Qaeda only after the inter-

vention of the US, and formally joined it in January 2007. Thereafter it called 

itself al-Qaeda in the Islamic Maghreb and started to attack more and more 

international targets. The most important reason for all this was American 

cooperation with the Algerian regime.9 

And the GSPC was not an isolated case. The American “war on terror” 

prompted several groups to review their primarily national strategies and to 

widen their struggle to include foreign targets. This was especially true of or-

ganizations which operated in Afghanistan prior to 2001 and had to withdraw 

to Pakistan as a result of US pressure. One example was the Islamic Movement 

of Uzbekistan, which nowadays tends to adopt an anti-Western stance. A small 

breakaway section of the IBU, the Islamic Jihad Union (IJU) went even further 

and from 2004 onwards pursued a strategy directed against the US and its part-

ners. The IJU was behind the plans of the Sauerland group, so that these can 

also be seen as a response to American operations in Afghanistan. 

In the fight against international terrorism Germany is only a junior partner 

of the US and not an important actor. But even if the German government does 

not kidnap terrorist suspects and has them tortured by dubious allies, there is 

a danger that Germany will be made co-responsible for American policymak-

ing. The consequences are serious because it means Germany will become the 

target of terrorist planning. On the other hand Germany (and its partners) will 

lose the last shred of their credibility and make it difficult to conduct a political 

campaign against terrorism which is aimed at overcoming the dictatorships in 

Arab and Muslim countries. Many Islamists rightly accuse the West of support-



Körber policy paper

No. 9

38 5.  Initiating Politic al  Reforms in  the  Ar ab and Muslim Worlds

ing regimes which derive a great deal of their staying power from the fact that 

they are allies of the US and its friends.

After 2001 Germany also noticeably increased its cooperation with these 

states. The emphasis was placed on areas which, as far as German policymak-

ers were concerned, posed a potential threat, and secondly on the foreign pol-

icy orientations of the various partners. In the Arab world cooperation focuses 

on North Africa and in particular Algeria, Morocco and Tunisia because the se-

curity authorities believe that al-Qaeda in the Islamic Maghreb also constitutes 

a threat to Europe.10 In the Middle East Jordan and also Egypt are deemed to 

be important partners. There was also increased cooperation with some of the 

Arab states on the Persian Gulf such as Kuwait, Saudi Arabia and the United 

Arab Emirates. Uzbekistan and Pakistan were added to the list in Central and 

South Asia. In practical terms this extended primarily to the exchange of infor-

mation, but also involved help with training and equipment.

Cooperation with these states is problematical, regardless of their foreign 

policy orientation. However, in Germany criticism tends to be levelled prima-

rily at cooperation with (current or erstwhile) anti-Western states such as Syria 

or Libya, even if the brutality of their counter-terrorism measures is no differ-

ent from that of Jordan or Morocco. Thus, for example, the Federal Intelligence 

Service (BND) investigative committee at the end of 2007 and the beginning 

of 2008 scrutinized the cooperation of the Schröder government with Syria in 

2002. Whilst the German government, by cooperating with Damascus, wanted 

to gain access to information about jihadist networks, the Syrian government 

was above all interested in the surveillance of members of the Syrian opposition 

in Germany. The cooperation was short-lived and soon came to an end, since 

it was not particularly useful for the German authorities. The representatives 

of the German opposition criticized above all that there had been cooperation 

with a state in which prisoners were frequently tortured. Most importantly, 

however, the committee did not discuss the fact that there had evidently been 

conflicting objectives between effective short-term measures and long-term de-

escalation in the fight against terrorism. This is a problem which affects Ger-

man foreign policy towards all the jihadists’ countries of origin.

On the other hand, the example of Algeria shows that cooperation with a 

pro-Western country can also turn out to be rather dangerous. In 2007 the Al-

gerian press carried reports about Algerian-German negotiations on a security 

agreement. This is, to say the least, slightly problematical in a country in which 

a large part of the population rejects the government and the security forces 

have for decades been guilty of serious human rights abuses. Public debates in 

Germany and reports about cooperation between German security authorities 

and their Arab “colleagues” are making the jihadists aware of Germany’s role 

in the international fight against terrorism. Only the fact that such coopera-
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tion with the German authorities has had hardly any practical impact on the 

situation in the states of the region has hitherto preserved Germany from the 

consequences.

However, in the case of Uzbekistan this could change very quickly. Germany 

decided to increase its cooperation with the regime of Uzbek President Karimov 

even though it is one of the most authoritarian in the world. The prisons of 

the country are overflowing with opponents of the regime, torture is an every-

day occurrence, and inmates often die. Most of the victims belong to Islamist 

groups such as the Islamic Liberation Party (Hizb at-Tahrir), an organization 

that has hitherto operated in a non-violent manner, even though it is danger-

ous. However, the leadership in Tashkent draws few distinctions between con-

servative Muslims, Islamists and Islamist terrorists. Often the insignia of the 

devout Muslim, e.g. a long beard, a Quran or a visit to a mosque, are enough 

to make someone seem suspicious. He may then become a victim of brutal 

government repression. In this way Karimov and his henchmen are stoking 

the flames of Islamist resistance. The nature of the regime first became more 

widely known in May 2005 when Uzbek armed forces fired on the participants 

of a demonstration in the town of Andizhan and killed several hundred people. 

This prompted the European Union to impose sanctions which included an 

entry ban for leading Uzbek functionaries.

In the following years Germany tried to normalize relations with Uzbeki-

stan. At the behest of the German government the EU lifted the visa ban for 

leading Uzbek politicians in October 2008. Only a few weeks later the head of 

the Uzbek secret police, SNB, Rustam Inoiatov, travelled to Germany. There 

were reasons for the German government’s policies. Supplies for the German 

troops in Afghanistan are routed via the Termez base in Uzbekistan, so that 

Berlin is dependent on good relations with Tashkent. On top of this there has 

been the threat posed since 2007 by Uzbek Islamist groups such as the Islamic 

Jihad Union and the Islamic Movement of Uzbekistan, which in their camps in 

Pakistan are training numerous recruits from Germany.

In the meantime it is not only the German security agencies which are pur-

suing cooperation with Tashkent. In the summer of 2008 a representative of 

the Federal Prosecutor’s Office travelled to Tashkent in order to interview a 

supposed IJU member in an SNB prison about the organization and its contacts 

with the Sauerland group.11 It was evidently the unsatisfactory information 

situation with regard to the Islamic Jihad Union which prompted the Federal 

Prosecutor’s Office to interrogate terrorist suspects in a country in which tor-

ture is part of the normal routine of the security authorities.

Germany must of course cooperate with the jihadists’ countries of origin if it 

wishes to fight their transnational structures in an effective manner. However, 

this cooperation needs to have clearly defined limits. And these limits must be 
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the outcome of political assessments. How great is the damage that such coop-

eration might do to Germany’s credibility, and what are the possible benefits? 

The security authorities of states such as Jordan, Syria or Saudi Arabia usually 

have far more experience in dealing with a threat that is still new as far as the 

German police and intelligence services are concerned. The observation that 

most of Germany’s partners in the Arab world and in South and Central Asia 

do not have sufficient human rights protection for terrorist suspects does not 

change anything in this regard. However, in the case of Uzbekistan Germany 

has in the meantime come to be seen as an accomplice of the Karimov regime. 

On videos made by Uzbek organizations recruits from Germany threatened 

early in 2009 to attack German targets, which probably meant the German 

troops in Afghanistan. It would not be a dramatic development if Germany 

were to become a target, if only on account of its presence in Afghanistan, to 

which there is currently no alternative. However, it seems difficult to under-

stand why Germany is making new enemies because it is ingratiating itself 

with a Central Asian despot in an unnecessary, politically wrongheaded and 

immoral manner.

The cases of Syria, Algeria and Uzbekistan point to fundamentally conflict-

ing objectives, with the necessary cooperation in the fight against terrorism on 

the one hand and a German interest in getting these regimes to be more open, 

to permit more participation, and to adhere to the rule of law. Only reforms 

of this kind will make it possible to deal with important causes for the rise 

of terrorism and to reduce the danger of making them worse by cooperating 

with dictatorships and thus exacerbating the problem, as happened in Alge-

ria. A pragmatic step towards resolving these conflicting objectives would be 

a greater degree of graded forms of cooperation with dictatorships. In some 

cases it may seem advisable to stop engaging in cooperation altogether, or at 

least for a certain length of time. Uzbekistan would be an instance of this kind 

if the German Army did not have to rely on the base at Termez. Thus it would 

be best to restrict the cooperation with Uzbekistan, and also with Algeria to 

the intelligence services and the exchange of information. The Federal Intel-

ligence Service (BND) works in a covert manner, as it is supposed to do, and 

has a great deal of experience in dealing with the more insalubrious actors of 

international politics. On the other hand, the criminal prosecution authorities 

should only make an appearance in cases which are more or less unproblem-

atical. In this way it will be possible to ensure that the much-needed flow of 

information continues, whilst containing the damage to the credibility of Ger-

man policymaking.

But even in places where more open cooperation is unavoidable, as in the 

case of Egypt, Algeria or Jordan, increased security cooperation must be cush-

ioned by political measures. This might already be the case if the German gov-
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ernment were to approach the conflicting objectives alluded to above with far 

greater candour and discuss them in the public arena. This includes spelling 

out abuses in these countries, calling for improvements and making appropri-

ate offers of cooperation. By insisting on the rule of law and political reforms 

it will be possible in the long term to counter the widespread impression in 

Muslim countries that Germany is becoming an accomplice of dictators. Such 

a policy naturally calls for quite a lot of stamina, since one will have to be pre-

pared for serious disagreements with the regimes and a temporary cessation 

of cooperation.

However, these steps, if they were to be adopted, would make German 

policymaking as a whole less vulnerable and take the wind out of the sails 

of jihadist preachers and recruiters in Germany. Such an approach could also 

emphasize that there is not necessarily a contradiction between effective 

counter-terrorism on the one hand and an interest in political reforms and the 

prevalence of the rule of law on the other. Yet such a policy can only lead to 

far-reaching changes if it receives US support. 

Without massive pressure the dictators in the region are not going to change 

their tune. However, once it begins to be applied, countries such as Egypt and 

Saudi Arabia have shown that they are quite willing to be flexible.
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 6. Defeating the Taliban and Withdrawing  
from Afghanistan

A new strategy for the fight against terrorism must also include a new con-

cept for German policy on Afghanistan and the mission of the German troops 

which are stationed there. There is now a more urgent need to take stock of 

the situation than there has ever been. Whereas in the past the German debate 

on Afghanistan was simply a question of talking about the extent to which 

the presence of German troops in fact contributed to the stabilization of the 

country, German soldiers are now more frequently the victims of attacks and 

ambushes by the Taliban, and in the meantime this has even had an effect on 

the security situation in Germany. This was shown above all by the case of 

the thwarted Sauerland plot, where the wire-pullers evidently intended to use 

the attacks to force the authorities to withdraw the German troops. For this 

reason there is said to have been a plan to strike shortly before the vote on 

the prolongation of the Afghanistan ISAF and OEF mandates in the German 

Parliament in October and November 2007. Evidently the perpetrators and the 

behind-the-scenes operators knew that the opposition to the Afghanistan mis-

sion in German public life and also within the SPD, one of the parties which 

formed the government, had increased during the course of 2007. Although a 

decision to pull out the troops was very unlikely, an attack in Germany seemed 

a logical thing to do as far as al-Qaeda and IJU were concerned. They hoped for 

a reaction resembling that of the Spanish government after the Madrid attacks 

in 2004. On account of the strong opposition to the mission the jihadists identi-

fied Germany as the weakest link in the chain of the large countries which had 

sent troops to Afghanistan.

German policy on Afghanistan since 2001 has been a string of mistakes and 

deplorable omissions. This began in the autumn with the decision by Chancel-

lor Schröder to dispatch troops for the stabilization of the country. The situation 

in Afghanistan itself was not the main issue. In fact, the German government 

was primarily concerned to close ranks with the US after the 11 September at-

tacks. This was and is a defensible motive, though at the time the government 

does not seem to have understood what risks were associated with the mission. 

And yet a brief glance at the history of the country and the history of Western 

(and Eastern) intervention in Muslim countries would have sufficed in order to 

make clear that the presence of foreign troops would come up against massive 

resistance and that jihadist groups would gain a lot of support. 
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All of this highlights a fundamental post-reunification problem of German 

foreign policymaking. Berlin would dearly love to play a part in the concert of 

the great and mighty, but is not prepared or able to create the necessary pre-

conditions for a more active international security policy. This applies not only 

to obvious and banal faults such as the absence of suitable transport planes. 

Among the majority of German policymakers there is simply a lack of interest 

in those parts of the world to which they are sending their soldiers. In this par-

ticular case it led to a situation where policymakers and the general public for 

a long time did not think about the possible consequences of the adventure at 

the Hindu Kush. When after 2006 these became increasingly clear, the conster-

nation was correspondingly great, and demands for a withdrawal became more 

numerous. With the advent of serious problems German policymakers were, 

it is true, forced to develop a greater interest in Afghanistan. Yet for many Ger-

man politicians the domestic policy ramifications of the mission seem to be far 

more important than the situation on the ground.

A particular difficulty for the German government turned out to be the fact 

that the Bush administration did not accord priority to the Afghanistan mis-

sion. At the beginning Berlin evidently knew little about America’s real inter-

ests and strategies. At the time the Bush administration was already planning 

to use the 11 September attacks as an excuse for the war against Iraq which 

followed in 2003. All in all the worst excesses of the “war on terror” which 

then followed seem to have been more than German policymakers were able 

to imagine. A particularly shocking fact, as far as the Germans were concerned, 

was that it became apparent as early as 2002 that the Bush administration was 

not a reliable partner with regard to policy on Afghanistan. After the allies 

had dispatched troops for the stabilization of the country, Washington quickly 

lost interest in the matter and concentrated on the war in Iraq. The US with-

drew intelligence resources and special forces from Afghanistan and Pakistan, 

where they were urgently needed to fight the Taliban. The number of Ameri-

can troops was in any case too low in order to exercise effective control over 

even a part of the country, and civilian reconstruction was never of any great 

importance for Washington. 

Here it became apparent that the US had learned nothing from the experi-

ence of the 1990s. After the withdrawal of the Soviet Union in 1988 and 1989 it 

quickly lost interest in Afghanistan and left the country to its fate. A civil war, 

the Taliban seizure of power in 1996 and the rise of al-Qaeda were the result. 

After 2001 the Bush administration once again turned its back on the country 

at the Hindu Kush with some alacrity. This enabled the Taliban to reorganize. 

From 2005 onwards they intensified their attacks on coalition troops and Af-

ghan targets, and after 2006 the insurgency was in full swing. By 2009 large 

parts of the Pashtun settlement areas in the south and south-east of the coun-
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try had slipped from the control of the coalition troops. The German troops in 

the north of the country increasingly became a target for the insurgents.

Since the Bush administration viewed the Afghanistan mission (and Paki-

stan) as no more than a sideshow, al-Qaeda, absurdly enough, continued to be 

only a second-class target in the “war on terror.” This may explain some of the 

German reticence in Afghanistan, since a greater German contribution would 

have had little effect on the situation as a whole. At the same time it became 

increasingly apparent from 2006 onwards that Germany was not prepared for 

the consequences of its own involvement. The resurgence of the Taliban also 

helped al-Qaeda and allied groups to pick up momentum. From its hideouts 

in the Pakistani tribal areas the terrorist organization planned and organized 

attacks not only in Pakistan and Afghanistan, but also in Europe. Whereas the 

Iraq war was its top priority between 2003 and 2006, from 2006 onwards al-

Qaeda believed it might be able to succeed in Afghanistan. This was why it in-

creased its activities there, and attempted to organize strikes on important con-

tributors of troops. Germany, the country of origin of the third-largest troop 

contingent, now became a target for attacks.

The case of the German Afghanistan mission demonstrates that the military 

fight against terrorism has a high price. However noble the aims of a mission 

may be, participation always means that a contributor of armed forces will 

make new enemies and that some sympathizers and supporters will pinpoint 

him as a target for attacks. The fact that Germany has shifted into al-Qaeda’s 

sights as a result of the Afghanistan mission demonstrates that in general 

terms dispatching troops should be carefully considered, and that the possible 

consequences need to be factored in. Some of these consequences were fore-

seeable as early as 2001, but did not have an influence on the decision to dis-

patch the troops. For this reason it has come as a great surprise since 2007 that 

Germany is now in fact an important target for terrorist planning. In future 

when preparing for foreign missions the German government should examine 

the associated dangers with far greater care, and, if it is not prepared to bear 

the possible consequences, refuse to become involved.

All this does not in principle speak against dispatching troops. Al-Qaeda was 

in a position to become the global organization that was able to carry out the 

attacks on 11 September 2001 only because the Taliban provided it with a safe 

haven and protection. It was necessary to topple the Taliban in order to destroy 

the infrastructure of al-Qaeda in Afghanistan and to prevent new attacks of a 

similar or even worse kind from taking place. There is also no sensible alter-

native to the stabilization of the new Afghan state with the help of Western 

troops. The Karzai government is unable to survive without foreign support, 

and a renewed Taliban seizure of power would once again give al-Qaeda and its 

allies an opportunity to prepare attacks from a secure safe haven area. This is 
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another reason why a German withdrawal is out of the question. It is true that 

the Germans are making only a small contribution to the stabilization of the 

country, but a withdrawal would nonetheless be tantamount to giving support 

to those who believe that they can use violence to shake the resolve of the coun-

tries which have sent troops to Afghanistan. Apart from this it would be hard 

to explain why the Germans were withdrawing at the precise moment when a 

new US administration, having perceived the mistakes of its predecessor, was 

trying to implement a new strategy. Furthermore, NATO would also suffer as 

a result of such a withdrawal, and that is certainly not in the German interest.

In the years to come the issue will be to make up for the errors that were 

committed in the period after 2001, and to react to the greater dangers facing 

the German troops. Above all it is imperative for Germany to spell out realistic 

goals. The most important goal is the stabilization of the country, though the 

responsibility for internal and external security must be handed over to Afghan 

security forces step by step—but also as quickly as possible. On the other hand, 

Germany and its allies can have little influence on societal development. Of 

course it would be desirable to try to secure greater respect for the rule of law 

in Afghanistan just as in the Arab world. However, the stabilization of the secu-

rity situation has absolute priority, and more far-reaching goals are currently 

not realistic. When they leave, the US and its allies will not have created a lib-

eral democracy of the Western kind and will also not have been able to liberate 

Afghan women. A stable and in formal terms democratic state from which no 

great threat for its neighbours emanates and which, at least to some extent, 

can guarantee the cohesion of the country would already be a great success for 

Western nations.

German politicians should also adapt their rhetoric to fit in with the situa-

tion on the ground. This is true, for example, of the catchword that German 

security is being defended in the Hindu Kush area. In principle this statement 

is correct, yet in the meantime the electorate in Germany has become aware 

of the fact that the German presence in Afghanistan also provokes terrorist 

attacks. Furthermore, the majority of the terrorists is located in Pakistan, so 

that quotations of this kind raise unpleasant questions about German policy 

on Pakistan in recent years. It would probably be better to point to the respon-

sibilities Germany assumed in 2001 towards both the Afghans and its allies. 

Germany needs to demonstrate that it is a reliable partner and that it intends 

to honour its commitments until the aims of the mission have been attained.

This is in fact what should be done because the Obama administration, in 

contrast to its predecessor, has decided to make available the resources that 

are needed in order to stabilize Afghanistan. Apart from this the new Ameri-

can strategy spells out ways and means of achieving the desired result in the 

country.
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At the end of March 2009, in his speech on the strategy he intends to pursue 

in Afghanistan and Pakistan, President Obama singled out the final destruc-

tion of al-Qaeda in Pakistan and Afghanistan as the primary goal of American 

policy in this conflict. Although on the face of it this goal may seem rather 

ambitious, it is precisely defined and closely circumscribed. In order to attain 

it Obama has given orders to deploy 17,000 additional troops. According to 

President Obama, these would devote far more of their time to training Afghan 

forces, increasingly conducting joint operations in order to transfer more re-

sponsibilities to them step by step. The aim would be a speedy withdrawal of 

US troops. Furthermore, Obama announced an increase in extent of civilian 

reconstruction measures. At the same time the US intends, as it has done in 

Iraq, especially on regional and local levels, to conduct negotiations with the 

insurgents in order to weaken the Taliban. President Obama stated that a final 

element of the American strategy was to get neighbouring states involved in 

the new American policy on Afghanistan. This applied above all to Pakistan, 

but also to states such as Russia, India, China and Iran, which can all contribute 

to stabilizing the country.12 

Obama linked the announcement of the new strategy with unambiguous 

demands on the allies. He made it clear that the US expected greater involve-

ment in all areas, especially with regard to training the army and the police 

force, and civilian reconstruction. That Obama did not immediately call for 

more troops was presumably because he had resigned himself to the fact that 

countries such as Germany would reject such demands.

However, the German government should seize the opportunity provided 

by the new American strategy. The Obama administration has defined accept-

able goals and named the appropriate ways and means which would make it 

possible to create in Afghanistan at least the preconditions for a stabilization of 

the country. And the individual elements can still be modified. This is true, for 

example, of the definition of goals. Germany ought to insist that the stabiliza-

tion of Afghanistan should come at the top of the agenda. The destruction of 

al-Qaeda and military successes against the Taliban will be an important pre-

condition. However, over and above this the US has defined the path it intends 

to follow. If Washington does in fact implement the strategy it has proclaimed, 

Germany should not object to future requests for more soldiers. Since 2001 the 

fight against the insurgency and the stabilization efforts in Afghanistan have 

suffered from the fact that there are not enough combat troops. Their most im-

portant task is to protect the Afghan population against the Taliban. However, 

the NATO and US troops will only succeed in this if they are present on the 

ground without interruption and do not after every military operation give the 

area concerned back to the enemy. For this purpose more foreign troops will 

be needed, at least for a transitional period and until the Afghan armed forces 
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are large enough to deal with the problem. Furthermore, additional troops 

will also protect the Afghan population against the Americans. The air strikes 

which in recent years have repeatedly claimed numerous civilian lives are pri-

marily necessary in areas where there are no ground troops.

But whatever happens with regard to the number of German troops on the 

ground, the German government ought to dismantle the restrictions it has 

placed on the mission. This applies to the operational area, but also to the mili-

tary approach. The situation in the north of the country, where the German 

troops are stationed, is still bearable in comparison to the embattled south and 

south-east. Thus Canada, the Netherlands and Britain, who in addition to the 

US have borne the brunt of the fighting, have complained for years about the 

lack of solidarity demonstrated by the German and other contingents. These 

disagreements are detrimental to the cohesion of NATO. However, the transat-

lantic alliance is too important for the future of Germany to allow it to suffer 

irreparable damage on account of the conflict in Afghanistan. It is understanda-

ble that the German government, after what happened in the years after 2001, 

should have ignored the demands of the Bush administration. However, since 

the Obama administration in its new strategy has taken into account impor-

tant German requests such as placing greater emphasis on the reconstruction 

of the country, Berlin is running out of reasons for refusing to cooperate.

Germany should also support American attempts to reach negotiated set-

tlements with the insurgents. The “Taliban” are not a monolithic block. In 

fact, different groups rule in each of the three large sections of the front along 

the southern and south-eastern border of Afghanistan. The Taliban proper, 

which are commanded by the so-called Quetta Shura (the name derives from 

its headquarters, which are in Quetta in Pakistan), are fighting in the south 

of the country. Its commander-in-chief is Mullah Omar. On the other hand, 

the insurgency in the east is dominated by the so-called Haqqani network. It 

is called after Jalaladdin Haqqani, who was already a well-known mujahedin 

commander in the 1980s. On the other hand, the north of the border area is 

dominated by the Islamic Party of warlord Gulbuddin Hekmatyar. Whereas 

Mullah Omar and Haqqani, partly on account of their close connections with 

al-Qaeda, do not come into question for a negotiated settlement, Hekmatyar is 

very much interested in playing a role in Afghan politics. For this reason the 

Afghan government occasionally has talks with representatives of his party. 

If it proves possible to secure the support of Hekmatyar, this would also be to 

Germany’s advantage, since his fighters are especially numerous in the north 

of the country and a growing danger for the German troops in the area.

However, even more important are local insurgents in Afghanistan itself 

who have placed themselves under the command of the Taliban. They all have 

specific and very diverse interests which have driven them to join the opposi-
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tion and can thus be made the subject of negotiations. In his strategy speech 

in March 2009 President Obama actually announced an approach which will 

attempt to persuade precisely these insurgents to switch sides on the model of 

what happened in Iraq in 2007 and 2008. However, a precondition for this is 

that the American troops and their allies will protect the people with whom 

they are negotiating from the Taliban. For this the number of soldiers currently 

available is still too small. Furthermore, the US and its allies must use force 

against insurgents who reject the offer of negotiations and remain loyal to the 

Taliban. This presupposes a larger and more effective military presence.

Such a strategy will only be a success if reconstruction is pursued concur-

rently, something which German policymakers have been saying for some 

time. Yet here again a sense of reality is called for. Afghanistan is one of the 

poorest countries in the world and will continue to be very poor. Even the state 

of development reached by Pakistan, which is not exactly high, remains unat-

tainable for Afghanistan. Thus, in addition to stabilization and the reconstruc-

tion of the Afghan army and security forces, all that can be done is to lay the 

groundwork for the rudimentary development of the Afghan economy. As soon 

as stabilization becomes a visible success, then, in close coordination with the 

allies, the withdrawal of the German troops can be planned and initiated at the 

earliest possible opportunity. On the one hand a withdrawal plan is probably 

the only way of persuading the Afghan government to assume more respon-

sibility. On the other hand it would be a way of signalling to the terrorists’ 

supporters and sympathizers that Germany is not interested in a long-term 

presence in Afghanistan.

So in the first place it is important for Germany to stand by its participation 

in the Afghanistan mission and to shoulder some of the burdens. Hitherto the 

obvious vacillation of German policymakers has created the impression that 

terrorist attacks on German targets in Afghanistan could force them to with-

draw the troops. In this way Germany is encouraging al-Qaeda to commission 

attacks on German targets or to plan them itself. In contrast to this, the Ger-

man government must communicate in a credible and convincing manner that 

it will stay in Afghanistan until it has attained its objectives and the Afghan 

government no longer requires military support. On the other hand, if it is not 

of the opinion that the mission can be a success, it should withdraw the troops 

at the earliest possible opportunity. The clearly increased danger of an attack 

in Germany (and in Afghanistan) is also a result of the presence of German 

troops and can only be accepted if the country at the foot of the Hindu Kush 

can be stabilized.
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 7. Stabilizing Pakistan

Since 2006 Pakistan has been the epicentre of international terrorism. As a 

result of the loss of its Afghan bases al-Qaeda was severely weakened for a 

number of years, but here it regained some of its strength. As early as 2005 an 

increasing number of reports began to start coming in about European jihad-

ists in the training camps located in the Pakistani tribal areas. Several plans 

for attacks in Europe followed, including those of the German Sauerland cell. 

Here al-Qaeda profited from the new combat strength of the Taliban, who not 

only reinforced the insurgency in Afghanistan, but also wrested control over 

the Pakistani tribal areas from the state. From 2006 and 2007 onwards the 

Pakistani Taliban began to fight their own government from this region. The 

Pakistani Taliban, who in December 2007 founded an organization with this 

name, consist of Pashtun allied with the Afghan Taliban who live in the tribal 

areas on the Pakistani side of the border. When they overran the Swat Valley 

in 2008 and at the beginning of 2009 districts which were even closer to the 

capital, the world community began to sit up and take notice. There seemed to 

be a threat to the stability of the Pakistani state and thus to the control over its 

arsenal of nuclear weapons.

The debate on the role of Pakistan points to the central significance of the 

country for the future of international terrorism. It is true that the stability 

of the country and the security of its nuclear weapons are probably not as 

yet threatened. The Taliban are only one of the political organizations among 

the circa 25 to 30 million Pashtuns of the country (which has a total of about 

160 million inhabitants), and the appeal of the Islamists is far too small for the 

vast majority of Pakistanis. For this reason the military clout of the Taliban out-

side the Pashtun areas is much too weak. Yet it is a cause for concern that the 

leadership of the Pakistani army, which determines the country’s security pol-

icy, does not seem to have understood the extent of the problem, and not only 

tolerates Afghan Taliban on Pakistani territory, but also supports them in order 

to gain influence over Afghan policymaking. However, this approach is not an 

end in itself, but is seen by Islamabad in connection with its conflict with India, 

which is at the heart of Pakistani foreign and security policy. The army wants 

to control Afghanistan so that in the event of a military conflict with India it 

will have at its disposal what it considers to be the necessary “strategic depth.”

Without the help of Pakistan the war against the Taliban will be a failure 

and the fight against al-Qaeda will also become much more difficult. This pri-
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marily affects the policies of the US, but it also means that Germany will have 

to rethink its position. The battle against the German troops in northern Af-

ghanistan is being conducted from Pakistan, and German terrorists are learn-

ing in Pakistani training camps how to carry out attacks in Europe. Against 

this background it is impossible to understand that it was not until 2008 that 

a nascent German policy on Pakistan began to emerge which transcended the 

usual kind of development aid. This may perhaps prove effective in the long 

term, but it is irrelevant in terms of security policy in the short and medium 

term. Pakistan is primarily a problem for German security policy and for this 

reason requires a security policy approach.

The US has already responded to the challenge. The goal of President 

Obama’s new Pakistan strategy is to expel al-Qaeda and the Taliban from their 

safe haven areas along the Afghan-Pakistani border and to prevent them from 

returning. Washington is pursuing a dual-track approach. On the one hand it 

is attempting to convince the Pakistani (army) leadership that they must fight 

the Taliban and al-Qaeda more effectively. On the other hand the US armed 

forces are attacking their bases in the border area with unmanned drones, as a 

result of which already more than a dozen leading al-Qaeda functionaries have 

been killed since the end of 2007. American strategists now intend to train the 

Pakistani armed forces, which continue to be fixated on a conventional conflict 

with India, to prepare them for the fight against the insurgents and to make 

a more significant contribution than hitherto to the economic stabilization of 

the country.

The success or otherwise of the new American strategy will depend on 

whether it proves possible to prevent the Taliban and al-Qaeda from slipping 

back into their safe haven areas. These are on the Pakistani side of the border 

area. It will be especially important to gain more control over the tribal areas. 

This is a strip of territory inhabited exclusively by Pashtun in which the influ-

ence of the Pakistani state has always been very small.13 The local Pashtun 

maintain closer cultural, social and economic relations with the Afghan Pash-

tun on the other side of the border than with the Pakistani core area. Islama-

bad for its part has always considered this area to be no more than a buffer  

zone to Afghanistan and for this reason has totally neglected it in economic 

terms.

The growth of the insurgency in Afghanistan since 2006 has gone hand in 

hand with a creeping loss of control of the Pakistani government over the Pa-

shtun settlement area. Pakistani Taliban groups have improved their position 

at the expense of local tribes, so that there is already talk of a “Talibanization” 

of the Pashtun areas. This was partly due to the resurgence of the Taliban and 

al-Qaeda, which also had an effect on their safe haven area. But intra-Pakistani 

events have also strengthened the Taliban. Probably the most important turn-
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ing point was the storming of the Red Mosque in Islamabad and of the Quran 

school attached to it in July 2007. In the months prior to this the mosque had 

developed into a centre of Islamist protest against the Pakistani government. 

In the course of the operation by Pakistani security forces at least 60 students 

died, many of them Pashtun.

Islamist groups throughout the country protested against the events in Is-

lamabad. There was also a bitter reaction in the tribal areas. In December 2007 

the anti-Pakistani forces joined up under a new umbrella organization, the 

Pakistani Taliban Movement (Tehrik-e Taliban Pakistan). Baitullah Mehsud, a 

militant Pashtun leader from southern Waziristan, was chosen to be its leader. 

Among other things, the Pakistani and American governments hold Mehsud 

responsible for the murder of former prime minister Benazir Bhutto in De-

cember 2007. On the one hand Pakistan now lost all control over the tribal 

areas. On the other hand from 2008 onwards the Taliban also began to overrun 

other Pashtun areas. In the face of this the Pakistani leadership vacillated. In 

February 2009 the government accepted the status quo in the Swat Valley by 

concluding an agreement with the local Taliban rulers which permitted them 

to introduce their interpretation of the sharia. However, the ceasefire broke 

down when the Taliban began to infiltrate the areas bordering on the Swat Val-

ley and thus came dangerously close to Islamabad. The Pakistani army began a 

counter-offensive in May, partly as a result of American pressure.

Despite these counter-measures there were no convincing indications that 

the Pakistani leadership would change its policy in a fundamental manner. 

Thus the counter-offensive initially targeted only the Swat Valley, but not the 

tribal areas further south. In this way the basic outlines of Pakistani policy to-

wards the Taliban remained intact. The army leadership in Islamabad sees the 

Afghan Taliban as an essential tool of its policy towards the neighbouring coun-

try, and at the same time believes that it can at any time defeat the Pakistani 

Taliban in military terms. The minimal goal is to prevent a Kabul government 

from becoming pro-Indian in policy terms. However, under ideal circumstanc-

es it would be good to have a pro-Pakistani government in Afghanistan.

This goal was attained when the Taliban conquered Kabul in 1996. However, 

when the US and its allies toppled the Taliban at the end of 2001 Islamabad 

did not abandon its policy. In fact, it decided to pursue a very ambivalent strat-

egy. On the one hand it supported the US military operations in Afghanistan 

and helped to hunt down al-Qaeda. On the other hand Pakistan continued to 

support the Taliban, because the army leadership was very concerned by the 

fact that important allies of its great rival, India, were participating in the Ka-

bul government. For this reason Pakistan turned a blind eye when the Taliban 

withdrew over the border to Pakistan and reorganized themselves. And when 

the insurgency in Afghanistan increased in intensity in 2005–2006, the army 
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leadership did not react. In this way it hoped to have a means of exerting pres-

sure to assert its interests in Afghanistan if it became necessary to do so.

Pakistan is banking on the lack of staying power of the US and its allies. 

Many members of the armed forces and politicians in Islamabad do not believe 

that the US will continue to be present in Afghanistan for a longer period of 

time. Their scepticism is based on the experience of the years after the Soviet 

withdrawal, when Washington quickly lost interest in what was happening in 

Afghanistan. The differences of opinion between the members of the Afghani-

stan coalition and the doubts about whether the mission is actually meaning-

ful, which are repeatedly expressed in Germany and in other countries, re-

inforce the Pakistanis in this assessment. Against this background it is only 

logical that Islamabad should continue to develop its relations with the Afghan 

Taliban. They are Pakistan’s best chance of being able to exercise an influence 

on Afghan politics even in the future. That this policy was responsible for the 

emergence of the Pakistani Taliban movement which threatens the stability 

of the state has not led to a fundamental change in the views held by those in 

positions of authority.

In future the US government will have its work cut out to convince Islama-

bad of the necessity of moving decisively against the numerous terrorist groups 

in Pakistan. The territorial gains of the Taliban in the Swat Valley and the 

ongoing attacks in Pakistani towns provided it with new arguments in 2009. 

However, whether the US can get the army leadership in Islamabad to rethink 

its strategy also depends on whether Washington can convince Pakistan that 

in the long term it will assume responsibility for the security and stability of 

Afghanistan. Against the background of what happened after 1989 and after 

2001 the Obama administration will find this difficult.

The same is true for the allies of the US and thus also for Germany. If the Ger-

man government wants to contribute to policymaking in the region, it must 

make it clear to the Pakistani leadership that the German troops are going to 

stay in Afghanistan until the Afghan state can provide security for itself. Only 

when it becomes clear that the Taliban have no chance of returning to power 

will Pakistan lose all interest in them. At the same time Germany and the US 

will probably have to accept that Pashtun Taliban groups closely allied with Pa-

kistan will be involved in power-sharing in the Afghan provinces and in Kabul.

Only if this precondition is both accepted and met will it make any sense 

for Germany to develop a Pakistan policy. This will of necessity have to take 

its bearings from the new American strategy, if only because Germany has not 

presented any concepts of its own and no more than the dim outlines of Ger-

man policy on Pakistan are as yet discernible.

Germany will also have to clarify its position on the targeted killings by 

drones in the tribal areas. These have been a success in so far as since the 
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autumn of 2007 a dozen or so important al-Qaeda leaders have been killed, 

including the Libyan Abu Laith al-Libi in January 2008, someone who was sus-

pected of being a wire-puller of the Sauerland group. Since August 2008 these 

attacks have also been launched increasingly against Afghan and Pakistani Tali-

ban. These operations have probably reduced the danger emanating directly 

from al-Qaeda as far as Europe is concerned. The organization and its local 

allies are under pressure, have lost experienced personnel, and the planning 

of sophisticated operations has clearly been rendered more difficult. On the 

other hand the political consequences are dramatic. In the course of these at-

tacks hundreds of civilians have already died, and this has whipped up anti-

American sentiments in the tribal areas and in the Pakistani heartland. For this 

reason the Pakistani government is continually being forced to distance itself 

from its American ally, even though it is clear that without the help of the Pa-

kistani intelligence services targeted killings of such precision would be impos-

sible. For the Taliban and their supporters, on the other hand, such “collateral 

damage” provides a welcome opportunity to spread anti-American propaganda.

In this connection the German government is in a cleft stick. On the one 

hand terrorists who have planned attacks on European and German targets 

and presumably are going to continue to draw up such plans are being killed. 

On the other hand the actions of its closest ally is promoting more radicaliza-

tion among the Pashtun and could weaken the position of the Pakistani gov-

ernment. For this reason it would seem apposite to try to persuade the US to 

adopt a more moderate stance. Germany should make it clear that it is possible 

to approve of targeted killings only in cases where they are absolutely neces-

sary. Important al-Qaeda leaders, for example, are an acceptable target. On the 

other hand, a broadly-based campaign against Afghan and Pakistani Taliban of 

the kind being conducted at the moment by the US armed forces creates nu-

merous new problems. This issue has something to do with the German fight 

against terrorism in a more specific sense, for it can only be a question of time 

before German volunteers are liquidated by US drones, if in fact that has not 

happened already. Before the intra-German debate on the subject gets under 

way, it would make sense to adopt an unambiguous position.

In order to be heard at all on this and similar issues, German policy on 

Pakistan will have to acquire a security policy dimension. The very fact that 

Pakistani indulgence facilitates Taliban attacks, including those on German 

armed forces in Afghanistan, makes it clear how important this is. The current 

problems in the relationship with Pakistan can be resolved only by the US. 

However, it is now time for Germany, in addition to its development policy 

involvement, to lay the foundations of a more active security policy towards 

Pakistan. This could include, for example, training programmes for Pakistani 

security authorities including border troops, intensified cooperation in the 
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fight against terrorism, and closer links between the German and Pakistani 

armies. How intensive such contacts can become depends first and foremost on 

whether or not Pakistan reduces its support for the Taliban.

Germany can help the Pakistani state to get on top of its economic problems 

now. In fact this is where it is possible to discern the beginnings of a German 

policy on Pakistan. In September 2008 a group of states called “Friends of Dem-

ocratic Pakistan” was formed at the suggestion of Britain and the US which is 

concerned to coordinate the economic and development aid for the country. 

The initiative was based on the insight that the battered Pakistani economy ur-

gently needs help in order to prevent further destabilization. Within a frame-

work of this kind Germany really can make a significant contribution. Over 

and above this it is important that Muslim states are also participants, which 

can help to overcome reservations about the project in Pakistan itself. Since 

the foundation of the group the United Arab Emirates have played an impor-

tant role, and they were joined by Saudi Arabia in November 2008. Riyadh has 

maintained close ties with Islamabad for decades, and Saudi Arabia is one of 

the few countries in the world which is in close touch with the leadership of 

the Pakistani army.

Such an approach based on the cooperation of important regional partners 

could in fact do a great deal to help Pakistan. However, in the years ahead 

Germany will primarily be interested in a stabilization of the situation in the 

border regions adjoining Afghanistan which are inhabited by Pashtun. The 

Pakistani state needs help urgently if in this area it wishes to be seen as an 

alternative to the rule of the Taliban. However, the first step must be taken 

by Islamabad, which will have to establish control over the region. This can 

be done only with the help of the armed forces, and calls for a fundamental 

change in the thinking of the Pakistani leadership. As soon as the army, hope-

fully in a not too distant future, controls the Pashtun areas, help for the eco-

nomic reconstruction of the region must start to pour in. The territorial gains 

of the armed forces must be coupled with the start of a massive development 

programme which is designed to win over the local population. After the end 

of the military operations, a sufficiently large troop and police presence must 

prevent a renewed infiltration of the Taliban. If the Pakistani state is prepared 

for such a change of policy, Germany and the “Friends of Democratic Pakistan” 

group could jump in to fill the gap. Suitable plans have already been drawn up. 

For the Swat Valley this is already a realistic option. However, for the tribal ar-

eas it is a kind of vision. The US and its allies will need years to dispel Pakistani 

mistrust in their motives and their reliability, if indeed that can happen at  

all.

The long-term goal of German policy, in Pakistan as elsewhere, must be a 

fundamental change in the political system. In Pakistan this, more than any-
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thing else, means strengthening the elected government in its relationship 

with the army, which not only controls the politics of the country, but also 

its economy. That is not a spectacularly new policy. However, for a long time 

Germany has been guilty of neglect when it comes to laying the foundations 

for a more active policy towards this country. Thus it maintains hardly any 

contacts to the army, to policymakers and to other institutions. For this reason, 

even though the situation in Afghanistan means that Pakistan is an important 

partner, there is little with which one might begin. It will probably take years 

before the foundations for a more active German policy on Pakistan have been 

created. The German troops in Afghanistan are already feeling the painful con-

sequences today.
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 8. Reforming the German Security Architecture

German policymakers find it difficult to give convincing answers to the meta-

morphosis of terrorism since 2001. Yet a nascent target-oriented policy is in 

fact already in existence. Under the leadership of the German interior ministry 

the federal government and the federal states have moved decisively against 

jihadists in this country since the end of 2001, and cooperation with the coun-

tries of origin of the jihadist movement is being upgraded in a systematic man-

ner. German troops have been stationed at the Hindu Kush in order to prevent 

al-Qaeda from finding another safe haven. Furthermore, Germany is beginning 

to develop its own policy on Pakistan with the aim of contributing to the sta-

bilization of this country which is so important in the fight against terrorism.

And yet German policymakers have not managed to react appropriately to 

the transnational character of jihadist terrorism. There is no strategy which 

spells out German aims and the means with which it might be possible to at-

tain them. Such a strategy would have to combine domestic and foreign policy 

elements. Instead the fight against terrorism in Germany has remained the 

domain of the Ministry of the Interior and the security authorities. However, 

their cooperation with the authoritarian regimes in these regions frequently 

runs counter to German interests in Arab and Muslim countries. It is not an 

end in itself, and the German government should not lose sight of the over-

riding interest in political change. But this was all too often the case after 

2001. There are also institutional reasons for this. The need for coordination 

increases whenever ministries of the interior and security authorities begin 

increasingly to play a role as foreign policy actors. These foreign policy activi-

ties of the interior ministry must in future be brought into line with German 

foreign policy in a rather more effective manner.

But here Germany has a problem. The difficulties which beset German poli-

cymakers when it comes to providing convincing answers to pressing ques-

tions associated with the fight against terrorism point to inadequacies in the 

security policy decision-making process.14 Cooperation between the various 

ministries is far too difficult. The rivalry between the Ministries of the Interior 

and of Foreign Affairs is well-nigh proverbial, and goes back to the very differ-

ent civil service culture of the two institutions. This would not be particularly 

noteworthy if German policymaking did not have another coordination prob-

lem. The centre of government in Germany often finds it difficult to get its 

own way when faced with opposition from individual ministries and thus to 
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impart coherence and effectiveness to government action. This is especially the 

case when the minister concerned belongs to a different party than that of the 

Chancellor. In the history of the Federal Republic this has primarily been true 

of the Ministry for Foreign Affairs, which to this day is almost always in the 

hands of a leading politician of the junior partner in a coalition.

However, the Chancellor according to Basic Law Article 65 is a powerful per-

son. He “determines the guidelines of policymaking and bears responsibility 

for it.” Yet in the very next sentence his clearly apparent power to determine 

the guidelines is subjected to important restrictions. “Within these guidelines 

every federal minister manages his ministerial area independently and on his 

own responsibility.” In the context of practical politics it was and is this “minis-

terial principle” which all too often makes it difficult for the Chancellor to get 

his way when there are disagreements with individual ministers.

The extent to which the ministerial principle, when one compares it with 

the power to determine the guidelines, plays a predominant role in German 

politics always becomes apparent whenever particularly important ministries 

are in the hands of powerful ministers who play an important role for a chan-

cellor’s retention of power or re-election. Otto Schily was a case in point. The 

Minister of the Interior of the Red-Green coalition (1998–2005) applied himself 

to the issue of “internal security,” a policy area in which conservatives gen-

erally make the running. In this way Chancellor Schröder received so much 

support from the centre of society that he allowed Schily to do whatever he 

wanted to do and the Ministry of the Interior acted largely without outside 

interference. In particular when it came to fighting terrorism, it subsequently 

became very apparent indeed how the various ministries were pursuing policy-

making side by side instead of cooperating with each other.

After 11 September 2001 the Ministry of the Interior became more and more 

the coordination centre for the German fight against terrorism and an impor-

tant foreign policy actor. This process was strengthened by the fact that Schily 

and his successor Wolfgang Schäuble (2005–2009) were strong personalities 

who played an important role in their respective governments. Probably the 

most important institutional innovation of the German fight against terrorism 

after 2001 was the foundation of the Joint Counter-Terrorism Centre (GTAZ) in 

Berlin-Treptow. Representatives of the Federal Criminal Police Office (BKA), the 

Office for the Protection of the Constitution (BfV), the Federal Intelligence Serv-

ice (BND) and the state authorities have worked together here since December 

2004. This is where the daily fight against terrorism in Germany is coordinated. 

On account of the presence of all 38 authorities entrusted with this task in 

Germany the intention is to ensure that the often sluggish flow of information 

between the federal authorities and between the federal government and the 

federal states functions smoothly.
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With the establishment of the GTAZ the Ministry of the Interior reacted to 

difficulties which federalism causes for the German security architecture. The 

centre certainly simplified the coordination of daily operations between the 

police and the intelligence services, and between federal and state authorities, 

but it was unable to eliminate the deficits on the political level. Its foundation 

was also an expression of the conviction that the fight against terrorism was 

above all a task for the security forces and not for policymakers. For this reason 

this and other measures were of little help when it came to answering the core 

question of German policymaking in this area. How can one fight terrorists in 

a resolute manner and at the same time develop political tools to deprive them 

of their breeding grounds, both in Germany and abroad? Instead of this the 

German government introduced into German foreign policy the primacy of 

short-term security gains by expanding cooperation with security authorities 

from Morocco to Pakistan and from Yemen as far as Kazakhstan.

In German security policy it is also impossible to ignore the coordination 

problems on the political level. This, for example, became evident in April 

2009, when Somali pirates kidnapped the German freighter “Hansa Stavanger” 

and its crew. The planned liberation by the GSG9 unit and special forces came 

to grief primarily on account of operational difficulties, but at the same time 

brought to light embarrassing quarrels between the ministries involved, which 

prevented the operation from proceeding as planned.15 What was lacking was a 

central authority which was capable of telling people what to do.

However, even more serious with regard to the fight against terrorism was 

the case of the German special envoy for Afghanistan and Pakistan, Bernd Müt-

zelburg. In February 2009 Foreign Minister Steinmeier appointed the diplomat 

to the post without coordinating this step with the Chancellor’s Office and 

the other ministries involved in the Afghanistan mission. The appointment 

of a German special envoy made sense and was necessary because the Ameri-

can and British governments had already appointed their own envoys, Rich-

ard Holbrooke and Sherard Cowper-Coles. They were supposed to form the 

core of a future contact or support group in which Germany, the third-largest 

contributor of troops, simply had to be represented. Thus the criticism which 

emanated from the Chancellor’s Office was levelled at the way the foreign 

minister had handled the matter, not at the appointment as such. The step 

itself was a good idea, it was emphasized, but should have been coordinated 

with the centre of government and the ministries involved. There was a great 

deal of anger, which meant that the coordination of the German operations 

by Mützelburg was clearly made more difficult.16 In the months that followed 

the allies displayed some irritation at the fact that there was, it is true, an 

Afghanistan envoy who worked for the foreign minister, but not one who 

represented the whole German government.17 The problems of the security 
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policy decisionmaking process have seldom become as clearly visible as on this  

occasion.

These problems are not a phenomenon peculiar to the Grand Coalition be-

tween 2005 and 2009. The fact is that the German political system evolved at a 

time when the Federal Republic was not a sovereign state and the guidelines of 

German security policy were determined at least to some extent in Washing-

ton. If Germany now really wants to play a more active role in world politics, it 

will have to strengthen the coordinating function of the centre of government. 

At the heart of the German security architecture it would be necessary to re-

form the Federal Security Council. This committee is chaired by the Chancel-

lor, and the other members, apart from the Director of the Chancellor’s Office, 

are the Ministers for Foreign Affairs, Defence, Home Affairs, Finance, Justice, 

Commerce, and Economic Cooperation and Development. But the Federal Se-

curity Council deals primarily with the permission for arms exports and thus 

with only one aspect of German security policy.

In the future the coordinating function of the Federal Security Council needs 

to be strengthened. For this purpose its activities could be placed in the hands 

of a “Federal Security Advisor” modelled on the American National Security 

Adviser. His planning staff would deal with all important domestic and for-

eign policy aspects of German security policy. Staff with domestic and foreign 

policy experience would be needed, and also military personnel, specialists 

for development cooperation, and all those who are already coordinating and 

overseeing the operations of the security authorities. One of the most impor-

tant advantages of an enhanced coordinating body would be the joint work of 

its members in the Office of the Chancellor. Furthermore, it could make a con-

tribution to schooling staff capable of pursuing an integrated security policy, 

who are now urgently needed in Germany. In this way it would be possible to 

overcome deadlocked bureaucratic procedures.

Below the political level imperfect coordination is a recurrent phenomenon. 

This applies on the one hand to the federal government and the federal states, 

the interior ministers of which jealously guard their competences in the fight 

against terrorism. A greater centralization of the fight against terrorism inter-

nally will in future probably continue to be an issue. On the other hand, in the 

course of the investigations into the Sauerland group in 2007 conflicts broke 

out on the federal level between the police and the intelligence services. In a 

paper written in November 2007, which was leaked to the press, the Federal 

Criminal Police Office bewailed the lack of cooperation with the intelligence 

services, especially at the start of the investigations at the end of 2006 and at 

the beginning of 2007. For this reason the police argued that it had to expand 

“the active acquisition of information, above all with the help of undercover 

agents.”18 However, representatives of the intelligence services rejected these 
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allegations. This affair emphasized above all how the police is deliberately at-

tempting to take over intelligence service competences and, furthermore, to 

what extent the increase in the BKA’s powers after 2001 influences the rela-

tionship between the German security authorities in a negative way. This is not 

what one calls honest and trustful cooperation.

The German intelligence services have begun to react in an allergic way to 

the new role of the BKA. The trend towards an intelligence service police keeps 

stripping them of important functions, so that many members of the intel-

ligence service staff have started to ask whether they actually have a future in 

the German security architecture. It is thus worth asking why the police need 

to take over more and more tasks of the Office for the Protection of the Consti-

tution if the coordination between the authorities has actually been improved. 

Here the police benefit from the fact that the intelligence services enjoy little 

sympathy or respect. The Federal Intelligence Service (BND), for example, is 

usually described in German public life as either an omnipotent instrument 

of repression or as a bunch of amateurs. Yet professional intelligence services 

play an important role in the fight against terrorism. Ideally they serve as an 

early warning system which functions without immediately sending in the po-

lice to deal with a suspect. Whereas the intelligence services have a tendency 

to collect information about suspects, their activities and contacts for as long 

as possible, the police is in favour of arresting people at a much earlier stage, 

and, in the opinion of intelligence agency staff, this is often far too early. These 

behavioural patterns go back to different functions and modes of thought, and 

not to an unwillingness to cooperate. Thus enhanced cooperation is needed, 

whereas strengthening the police at the expense of the intelligence services 

leads to the marginalization of the latter.

In future strong intelligence services will continue to be essential if the fight 

against terrorism is to be a success. However, they can be only as strong as 

politicians permit them to be. But if German policymakers enlarge the com-

petences of the police in the intelligence gathering area to the extent that has 

happened with the BKA legislation, it may be surmised that they themselves 

do not have a high opinion of the work of the intelligence services. Against the 

background of the scandals of recent years this is wholly understandable. The 

procedure for banning the far-right NPD came to grief in 2003, for example, 

because the leadership of the party was riddled with informers who worked 

for various Constitutional Protection offices, so that it was no longer possible 

to say who was actually leading whom. The BND also drew attention to itself 

as a result of failures and scandals. Particularly serious were reports that the 

foreign intelligence service had kept German journalists under surveillance 

in order to discover their sources of information within the service. For years 

the BND kept the journalist Erich Schmidt-Eenboom under surveillance. That 
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public criticism in 2005 and 2006 had only a limited effect was shown in the 

case of Susanne Koelbl, a journalist at “Der Spiegel.” Early in 2008 there were 

reports that the BND had kept her email correspondence with Afghan trade 

and industry minister Amin Farhang under surveillance for months on end. In 

her case this was clearly illegal.

The work of the intelligence services will improve only if the ministries and 

the German Parliament improve their oversight functions and exercise them 

more actively. This will become especially necessary if in future the German 

security authorities actually decide to pursue aggressive human intelligence 

gathering, as suggested in Chapter 1.

This applies above all, but not only, to the BND. In the public security policy 

debate it is frequently overlooked that it is not only the German foreign intel-

ligence service, but also the military one. Thus it is responsible for the pro-

curement of military information for the German troops on foreign missions. 

Representatives of the armed forces from time to time voice doubts about 

whether the BND can perform this task effectively, in particular in connection 

with the continually growing demands made on the procurement of military 

intelligence in Afghanistan.19 If these concerns really have a basis in fact, then 

the German government should consider setting up a separate military intel-

ligence service.

Furthermore, parliamentary oversight must be urgently improved. In March 

2009 the German Parliament took the first step in this direction. With the votes 

of the Grand Coalition it assigned enhanced competences to the Parliamentary 

Oversight Committee (Parlamentarisches Kontrollgremium or PKGr), which 

has the task of overseeing the intelligence services. In future its members will, 

for example, have the right to see documents and to enter every official room 

of the intelligence services. Furthermore, the staff in the secretariat of the Par-

liamentary Oversight Committee is being increased.20 Although this committee 

is being upgraded by the reform, the changes will probably solve only some of 

the problems. An outsider often finds it rather difficult to understand the func-

tioning and the administrative nature of the intelligence services. Thus the Par-

liamentary Oversight Committee primarily lacks staff who have once worked 

for a security authority (or in one of the ministries which are responsible for 

the oversight) and in this way have acquired the relevant specialist knowledge.

All in all the German Parliament lacks a security policy culture. This is dem-

onstrated by the low importance attached to the oversight committee, but also, 

over and above this, to the lack of importance accorded to foreign and security 

policy topics in general. This has something to do with the very restricted na-

ture of public interest in the subject. Foreign and security policy debates occur 

only in connection with specific events, and then they tend to be of greater 

interest only if they have domestic policy ramifications. They usually die away 
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rather quickly. In this area Germany has a great deal of catching up to do, and 

this is also noticeable with regard to the oversight of the intelligence serv-

ices. In other Western countries the overseers of the intelligence community 

are far more in the limelight. In the US, for example, the congressmen who 

are given the oversight task frequently have many years of experience in this 

area. Their work is esteemed and valued not only by the experts. A reason for 

this is that they do not exclusively see themselves as overseers, but also as 

representatives of the intelligence community and its needs in public. Ideally 

the Parliamentary Oversight Committee should also develop in this direction. 

However, necessary preconditions would be that in future oversight functions 

more smoothly, and that the general public displays a more serious interest in 

the subject which goes beyond the search for real or imagined scandals.
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Conclusions. A Strategy for the German Fight 
against Terrorism

The word “strategy” has for some years been used in an inflationary manner. 

What used to be called “policy” (e.g. “policy on Pakistan”) politicians and bu-

reaucrats now like to call “strategy” in order to indicate that they have worked 

out something very significant which deserves special attention. Unfortunately 

the majority of “strategies” are frequently little more than catalogues of meas-

ures which are drawn up in a more or less coherent way. Yet strategies are 

actually goal-means relationships, that is, they are based on a definition of a 

goal and the subsequent description of the means with which this goal can be 

attained. It is precisely this definition (and thus also an evaluation) of the goal 

or goals of the German fight against terrorism and a debate about whether the 

means applied actually lead to it or them which is absent in German policy-

making and public life.

The goal of German policymaking should be to combine an efficacious short-

term and an effective long-term kind of counter-terrorism. The perpetrators of 

violence must be fought unremittingly, and at the same time isolated from 

their supporters and sympathizers. Germany must see to it that young people 

do not become radicalized in jihadist environments. In this way it may be pos-

sible to terminate or reduce the recruitment of new combatants, but also the 

financing of and logistical support for terrorist organizations and, as it were, to 

pull the rug from under the feet of the terrorist groups.

To this end policymakers and society in Germany need to conduct a more 

down-to-earth debate than has hitherto been the case. Whereas it is true that 

al-Qaeda terrorism does not pose an existential threat to Germany, it is none-

theless a serious and growing danger. Part of such a debate should be above all 

a more intensive examination of the jihadist scene in Germany and the weak-

nesses of our security authorities. The latter find it especially difficult to under-

stand radicalization processes among young Muslims. If police and intelligence 

services want to overcome these deficiencies, they will have to opt for more 

aggressive human intelligence gathering than in the past. A well-informed and 

serious debate on terrorism would have to discuss the extent to which this is 

compatible with the political culture of Germany and how the negative effects 

on the supporters’ and sympathizers’ scene might perhaps be deflected.

Much will have been achieved if German policymakers eschew the kind 

of over-reaction which drives supporters and sympathizers into the arms of 
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the terrorists. Germany has for some years been held co-responsible for the 

mistakes of the Bush administration, which, as a result of the Iraq war and the 

abduction and torture of terrorist suspects, kept supplying the jihadists with a 

spate of new arguments. Here Germany could have displayed more reserve and 

restraint. The genuinely German measures are less problematical, although 

Germany should be more cautious about applying alien legislation measures to 

terrorist suspects. They frequently merely shift the problems abroad and can 

in fact make a contribution to further radicalization at home. Furthermore, the 

occasionally martial rhetoric of German counter-terrorism specialists should 

be toned down. Public reticence is an important element in the political strug-

gle against terrorism.

There is an urgent need to separate the integration debate and the fight 

against terrorism. When today’s immigrants, several decades from now, have, 

if all goes as planned, become well integrated, this may possibly be a contri-

bution to the fight against terrorism. However, as long as the integration pro-

cess continues, quite a number of young Muslims will probably join terrorist 

groups. So in order not to endanger the goal of integration, it seems apposite 

to separate the issues. In the context of the German fight against terrorism it 

is in any case more important to identify the terrorists’ supporters and sym-

pathizers, the majority of whom are to be found in the vicinity of the salafist 

centres in Germany. This is where innovative de-radicalization programmes of 

the kind that have already been tested in other countries should be introduced.

Foreign policy issues play an important role in the radicalization of young 

Muslims. The conflicts in Afghanistan, in Iraq and in Somalia are frequently 

used as arguments by recruiters who point to these struggles in order to dem-

onstrate that the West is conducting a war on Islam. The Israeli-Palestinian 

conflict is and continues to be one of the most important motivational fac-

tors for young jihadists, so that German policymakers should respond to it 

accordingly. More active intervention by external actors is the only way in 

which the conflicting parties can be persuaded to resolve this dispute peace-

fully. Thus Germany must give up its uncritical attitude towards Israeli policies 

and take its bearings more from its own interests. These are, for example, the 

containment of the radicalizing effects of the conflict on European jihadists. 

Since it is probably no longer possible to resolve the conflict, Germany should 

make a more active contribution to improving the living conditions of the re- 

fugees.

German policymakers should also subject their cooperation with the dicta-

tors of the Arab and Muslim countries to critical scrutiny. The resistance of ter-

rorist groups will recede only if these states adhere more to the rule of law and 

permit more participation. The authoritarianism of these countries is an im-

portant cause for the rise of terrorism, and the cooperation of Western states 
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with their regimes has turned the US and its allies into targets which militant 

groups are willing to attack. On account of its cooperation with Uzbekistan 

Germany may already be in the sights of Uzbek organizations. It should only 

be willing to cooperate with these states in the fight against terrorism if there 

is absolutely no alternative. The scale of such cooperation ought to depend 

on the nature of the regime in question. Furthermore, Germany should press 

for more respect for the rule of law and for the introduction of political re- 

forms.

The question of the correct Afghanistan strategy is becoming more and 

more of a predominant theme in the German debate on the right way to fight 

terrorism. Germany should withdraw its troops as quickly as possible, after 

obtaining the consent of the Afghans and its allies, because the presence of 

foreign armed forces in the country is an important factor which radicaliz-

es jihadists throughout the world. However, it may be several years until the 

preconditions for this have been met, for Germany and its allies have made 

commitments to the Afghans which continue to be valid. Despite all the prob-

lems that have arisen, Germany should not leave Afghanistan to itself and its 

neighbours, and should only withdraw once the country has attained greater 

stability. Apart from this Germany has an interest in preventing al-Qaeda and 

its allies from regaining the safe haven they had prior to 2001. For this purpose 

Germany should dispatch more troops at short notice if this were to become ne- 

cessary.

A new German policy on Pakistan will be an important building block in a 

strategy for the fight against terrorism. However, in this area Germany is very 

much dependent on the US, which is probably the only country in a position to 

convince the Pakistani leadership that it will have to move effectively against 

all of the Taliban and against al-Qaeda. In the meantime Germany, together 

with other members of the “Friends of Democratic Pakistan” group, can help 

to promote the economic stabilization of the country. Yet it should not be over-

looked that Pakistan is primarily of interest for security policy reasons. The 

issue as far as Germany is concerned is that Pakistan needs to regain control 

over the area along the border with Afghanistan and prevent the Taliban and 

al-Qaeda from using this region as a safe haven. Here as in Afghanistan the suc-

cess or otherwise of German and Western policymaking depends on whether 

or not it can communicate in a credible way that the troops will only leave 

Afghanistan when the country is itself in a position to ensure its own security.

In order to be able to pursue a future-oriented counter-terrorism campaign, 

Germany will have to revise its security policy decisionmaking processes and 

ensure that there is much better coordination. A revamped Federal Security 

Council with a Federal Security Adviser and a sufficiently large planning staff in 

the Office of the Chancellor might be a suitable coordination tool. That such a 
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reform is not really on the cards became apparent early in 2008 when CDU/CSU  

politicians called for the establishment of a very similar “National Security 

Council” with decisionmaking powers. However, there is no alternative to an 

enhanced coordination of security policy by the Office of the Chancellor if Ger-

many in future wishes to play a more active role in international politics. But 

if it is not prepared at the same time to create the institutional preconditions 

for a specifically German security policy, it will simply continue to be a failure.
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